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FIGURE 2. Join process.

Algorithm 1 Initialize group (G;).
Input: N; : Set of nodesin G;
Output: null
for j < 1to|N;| do

Broadcast(n ;.1 D)

end
while setup_duration&&msg_rcvd(n;.I D) do
Add_neighbor(n;.1 D)

end
choose _leader(G;)

Algorithm 2 choose_|leader (G;).
Input: N; : Set of nodesin G;,
MAX_BW // maximal BW in G; over al heterogeneous
devices
Output: L; : Supper — peer of G;
nj.profile < compute_profile Il profile score (1)
L,‘ < n;
best_profile < 0
whileselection_duration&&msg_rcvd(nj.profile) do
if nj.profile > best_profile then
Li < n;
best_profile < nj.profile

end
end

performance depredation. Therefore, in addition to recovering
the mobile P2P network state from SP failure/disruption, we
introduce the Role Changing Scheme, aiming at enhancing the
overall system reliability.

Algorithm 3 Join(G;).
Input: n,,, : new nodejoining G;,
MAX_BW
Output: null
Npew.profile <— compute_profile
Broadcast(,,e,,. I D, “ join", nyey.profile)
while wait_duration do
if msg_rcvd(nj.profile) > nyey.profile then
Li < Hpew

break //i.e. end search

end
end
best_profile < ny.y.profile
Broadcast(L;, best_profile)

Algorithm 4 Rev_join REQ(72,¢4)-

Input: n,,, : new nodejoining G;

Output: msg_response

if msg_rcvd(“join” then
Unicast(n,ey, “leader”, L;)

end

Algorithm 5 Leave(G;).
Input: L;: current SP of G;
Output: L;: new SPof G;
Broadcast(“ choose_leader™)
L; < Choose_Leader(G;)

4.2. SP selection

The efficiency of a P2P network is highly dependent on the
performance of its SPs and their communication. Selecting SPs
in P2P systems is always challenging. A SP must be capable
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to improve the overall performance of P2P networks, otherwise
it might become a bottleneck. The goal of our SP selection
protocol isto satisfy the following criteria

(i) Accessibility—SPs must be accessible with minimal
cost(delay) by al ordinary peers. Peers with multi-
homing capability (i.e. run multiple network interfaces)
must have preferences in SP selection, as they can
employ their different interfaces to communicate with
awide range of other devices[28].

(ii) Resourcefulness—SPs must possess  sufficient
resources to handle the group communications and
resolve queries with reasonable delay.

(iii) Distribution—SPs must be selected so that every node
in the P2P network has at least one reachable SP and
each SP must serve a reasonable number of ordinary
nodes according its current capacity.

(iv) Mobility—peers with low mobility profiles must
be given higher preferences to avoid frequent SP
selections.

(v) Context-awareness—SPs should be capable of detect-
ing their status and re-select new SPs or delegate their
responsibilities to the next best candidate node if they
expect service disruption or experience degradation in
their performance.

4.3. SPprofilescore

To measure whether a peer n; is a candidate to assume SP
responsibilitiesin agroup G;, we define the peer profile using
the score function in Equation (1). In this equation, b is the
current battery power level on nj, Ema denotes the maximum
energy level that any peer belongs to G; might have, m is the
current mobility pattern of n;, Mmax is the maximum mobility
n; can reach, BW is the current available bandwidth of #;,
BWmax represents the maximum bandwidth across G;, ut isthe
normalized mean uptime of » ;, which denotes how stable the
peer is, NC represents the network connectivity, i.e. how many
peersin G; canreachn ;, wy — ws areweightsthat represent the
factor importance, where Y";_, w; = 1. In this score function,
we reverse the peer mobility, since peers with low mobility
pattern are of higher preferences. The peer profile ranges from
0to 1. The higher the profile value, the higher the possibility a
peer could be selected as a SP. Each peer in G; calculates and
shares its profile with other peers. The peer with the highest
profile declares itself the SP serving G;. RobP2P assumes that
all peers are trustworthy when declaring profile values.

1 b Mooy — 1 -
5 (wl - + w2 max 1ty * 11
S) Emax(Gi) Mmax

I’lj . BW
W3—— <
BWmax(Gi)

nj - profile =

+

I’lj NC
+ wan; - Ut + ws I
)

The SP selection procedure is shown in Algorithm 2. When
establishing connectivity in a group, we assume symmetric
communication between all nodes (however, no mandate for
direct 1-1 messaging to hold the diversity constraint). We
assume that BW is aggregated bandwidth over al interfaces of
anode. Thisgives preferencesto nodes with multipleinterfaces
in SP selection.

4.4. Role changing scheme

The role changing scheme aims to accommodate the dynamic
context change of mobile P2P networks, while maintaining
the system reliability. A peer initiates the procedure to
cal for changing its current role, either promoting or
demoting itself according to its current situation. SPs invoke
the procedure shown in Algorithm 5 when they detect
degradation in their performance with more than 10% of
their original calculated profile. This enables peers with more
capability to assume SP responsibilities. An ordinary peer
may also initiate the procedure if it experiences a significant
improvement in its capability (such as battery life, bandwidth
or connectivity degree). This improvement in capability must
exceed the last reported profile value by the current SP. These
threshold values are chosen to maintain the network stability
and avoid undue overhead that might occur due to false
cals.

45. Fail-safe SP election

Inatypical scenario, a SPwould trigger the L eave procedureto
signal that it could no longer serve as leader of the group. This
would trigger a sequence of events, as previously highlighted,
to elect anew SP. It is unavoidable to consider the case where
a SP would fail to serve as a leader, and not get the chance
to trigger the Leave procedure. This is typical in cases of
intermittent/permanent failures. To be clear, this case does
not include degradation in profile score; that is handled in
Section 4.3.

Capturing a scenario where a SP had abruptly failed is non-
trivial. Since we have emphasized the design of adecentralized
approach to SP selection, thereislittle information for ordinary
peers to decide if the SP had failed, or lags in response. We
also note that adopting fail-safe schemes almost always incurs
additional control overhead. Thus, we present a fail-safe SP
election algorithm to augment the operation of RobP2P, to be
implemented in applications that require a fine-tuned resilience
measure. The procedures are detailed in Algorithm 6. Theidea
is enlisting an ordered list of ordinary peers 8 that are close
contenders to the profile score of the SP, to keep an eye on it.
If they detect the SPisno longer responsive, and have not been
triggered through a graceful degradation (Sleep) procedure.
These nodeswill take over ininitiating afail-safe choose | eader
process again.
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Algorithm 6 Fail-safe choose |eader (G;).
Input: ¢; : Countdown window for G;,
A: % of the score to make cutoff as delegate € [10, 50]
Output: L; : SPof G;
Bi <&
nj.profile < compute_profile//profile score (1)
L; < njlli.e.thelD
L;.profile < nj.profile
Broadcast (n;, n;.profile)
timer < T;
while ltimer&&msg_rcvd(n;.profile) do
if self.profile > L;.profile then
Bi <~ BiUL;
L; < self
L;.profile < self.profile
end
dseif self.profile x
IB,‘ < IB,‘ U self
end
/'l am the SP
if L; == n; then
Broadcast(L;, “leader”)
Wait(r x 0.01)
if msg_rcvd(“leader™) then
o < random(0, 1)
Broadcast( ;, “contending”)
whilemsg_rcvd(“contending’) do

if self.o > L;.o then
/'i.e. the other node won

L; < self
end
end
end
end
if L, == n; then
foreach n; € g; do
Unicast(self.order, |B;|)
end
end
end

A+100
100

> L;.profile then

Initially, al nodes will compute their profile scores, assign
themselves as temporary SPs and broadcast their computed
utility scores. A timer will betriggered, during which each node
wouldwait to hear back from all other nodesin G;. Theduration
of this timer is application/scenario sensitive, and is a tunable
parameter that is an input to the leader election Algorithm 7.
For every message received during the wait period, each node
will decideif thereceived utility scoreishigher than the current
best (initially itsown) score, and accordingly update the current
leader. If not, it will check if thereceived scoreiswithin % of the
toputility scoreseensofar, andinsert that nodeinorderin 8. The
set of supporting ordinary peers 8 will be populated as nodes

communicate. As the algorithm terminates (due to timeout), it
would have populated g and elected the best SP.

The elected SP would broadcast its selection at the end of
this period. To ensure that multiple SPs are not chosen, in
case for example there was atie in utility scores, await period
(0.210 * initial countdown timer duration) would be granted for
contention requests. That is, if anode believesit was elected as
SP, yet received that announcement from another node, it would
broadcast a contention message with a random value in [0, 1]
to break thistie. The node with the highest random valuewould
be recorded as the SP between all nodes in G;. Then, the SP
would unicast to each of its delegatesin 8 anumber, indicating
itsorder inthelist.

Algorithm 7 Check-leader(L;).

Input: o;: Order inlist of delegatesin G;,

0, Size of list of delegates,

CF: Check_frequency

Output: null

k<0

wait_increment = check_frequency X o;

while current_leader = L; do
Wait(wait_increment + O; x k)
Unicast(L;, “checking_on_U")
Wait(timeout)
if Imsg_rcvd(“alive) then

Broadcast(“ choose_leader™)

end

k<~—k+1
end

It isimportant for the del egates assigned by the SP to check
its survival in a consistent and predictable fashion. Each node
in B; will be assigned an interval to check the survival of the SP.
Algorithm 7 details the procedure followed by each nodein ;.
Theideaisinstillingascheduleof survival checksthat alternates
between the delegates. Each delegate will wait for its turn
(incremental over al nodesin 8;) and unicast a checking-on-U
message to the SP. This message has an empty payload, with a
statictype. If the SPrespondswiththem-alive acknowledgment,
again an empty payload message, then al goes well (as far as
this delegate is concerned at this round). Otherwise, afailureis
detected and all nodesin G; would receive arequest to initiate
the Join process highlighted in Algorithm 6.

Although a lack of response might be attributed to a lag
in response (i.e. the SP did not fail, but slowed down), we
still classify this as failure. That is, the SP initialy broadcasts
the Check frequency which is correlated with its Accessibility
metric. That is, if it claimsitishighly accessible (hence won the
election) then this should be manifested in the check frequency
tolerated. If it then fails to respond (acknowledge survival)
within the time-window dedicated for checking, then it has
failled in its SP duties.
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FIGURE 3. A deterministic FSM of the operational states and transitions of nodesin RobP2P.

Lastly, itisimportant to notethat different nodeswill manifest
different roles in the operation of RobP2P. An overview of
these states is presented in a deterministic finite state machine
(FSM) inFig. 3. Ingeneral, anodewill typically transition over
different roles at different phases in the operation of RobP2P.
Initialy, all nodesin a given region will start the Join process,
after computing their profile score, and initiating a contention
for the designated SP role. After each nodes settles in a given
state depending on its profile score, regular operation mandates
that del egates constantly monitor the survivability of the SP, and
trigger maintenance schemes (re-initiating the Join phase) when
it abruptly fails. Nodes joining the network post the initial Join
processwill contend to take on aSProle, or join asan ordinary
peer asdepicted in Fig. 3. The saturating/final statefor any node
would beitsfailure, should it not be able to gracefully degrade
in operation.

5. EXPERIMENTAL RESULTSAND DISCUSSIONS

We conducted several experimentsto evaluate the performance
of RobP2P, focusing on its distinguishing features. We limit
the scope of our evaluation setup to investigate the following
aspects. (1) the overhead of SP selection, (2) how RobP2P
maintains a stable state while reducing the number of
unnecessary SP sel ection, whichwill test the quality of our score
function, (3) how RobP2P handlesthe churn of mobile networks
(i.e. frequent join and leave of nodes), while maintaining the
system reliability. Toward these objectives, we measure the
overall network traffic versus the mobility of nodes and churn
rate.

We also conducted specific experiments to investigate the
query failure rate and the associated overall generated network
traffic. Thefailure rate is defined as the number of unsuccessful

TABLE 1. Summary of the experimental parameters.

Parameter Value

Number of peers 200

Communication range 100m

Topology area 1km x 1km
Timetolive (TTL) 10(sec)

Experiment time 100 TTL

Node energy Random 100-2500J
Mobility (m/s) Random 0-2.5

gueriestothetotal number of submitted queries. Wecomparethe
performance of RobP2P with the milestone results presented by
Kimetal. [11], sincetheir approachissuperior to the established
MOB scheme[13], which in turn outperforms Greedy and MIS
approaches [29].

The performance evauation is performed using the network
simulator NS3 [30]. The topology areais set to 1km x 1km,
while the communication range of each peer is set to 100 m.
The total number of the peersis 200, in our setup we assume
symmetric communication between all nodes. Each node sends
a hello message every 50s. The mobility pattern of nodes is
set to the random way point mobility model. Peers move with
a speed between 1 and 2.5 m/s with a pause duration between
0 and 20s. We have defined five categories of energy levels
from 100 to 2500 J, where each peer startsthe simulation with a
random remaining battery life and changes over time. Each peer
has random periods where it is disconnected from the network.
While disconnected, the peer does not receive or transmit any
packets. A random failure pattern is set for each individual
peer. All parameters in the utility function that calculate the
peer profile are assigned equa importance (i.e. w = 0.2).
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FIGURE 5. Total network traffic versus join/leave rate.

Table 1 summaries the experimental parameterswe used in our
simulation.

Figure 4 reveals that the query failure rate is much lower in
our system, which reflects the system reliability and stability.
This improvement is attributed to our SP utility function and
the role changing scheme, both of which contribute the most to
our system stability through efficient sel ection of SPs. However,
this stability comes at the expense of generating limited extra
traffic, as Fig. 5 shows; where newly joining peers exchange
messages to check whether they are more capable to assume
SP functionalities or not. Although this little extra traffic is
negligible compared with other approaches, the performance
benefits to the system reliability are remarkable. We aso note
that RobP2P outperforms [11] due to the survivability of peer-
exchanged data. Evidently, its effect is manifested when the
system experiences low join/leave rates. However, as this rate
increases the overhead imposed by RobP2P outweighs the
advantage of survivability in exchanged data.

Figure 6 shows that RobP2P is less-prone to query failurein
mobile environments, wheremost of the nodesarealwaysonthe
move. Theresult provesthat our SP selectionisefficient, giving
preference to peers with lower a mobility profile and higher
connectivity factor. Taking into account the ability of SPs to

35
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FIGURE 6. Query failure versus node mobility.
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FIGURE 7. Total network traffic versus node mobility.

communicate over multiple interfaces significantly reduces the
query failure rate, since SPs and ordinary peers are reached
through different wireless technologies. Figure 7 shows that
RobP2P accommodates peer mobility while maintaining the
network state, with lower cost than other architectures.

Figure 8 illustrates the impact of changing the TTL on the
query failurerate. Thelonger the TTL isthemore query failures
occur. However, RobP2P outperforms Kim's approach [11].
There are two reasons that explain this observation. First, our
SP selection function takes into account the various factors that
accommodate the inherent dynamics of P2P mobile networks,
which by itself makes the SP selection efficient. Secondly,
the role changing scheme, that we introduced to handle the
network churn and the dynamic change in the node context,
enables peers to request changing their role regardless of the
TTL. This reduces the number of unnecessary invocations to
the SP selection algorithm, while maintaining an overall high
reliability. On the other hand, Fig. 9 shows that a significant
reduction of the network maintenance traffic occurs asanatural
result of extendingthe TTL period. However, RobP2Piscapable
of maintaining a stable network state, while others fail when
the TTL period becomes longer. The results depicted in Fig. 9
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demonstrate the edge of RobP2P in reducing the frequency of
updates, since it depends on an aggregation of profiling factors
that result in a more stable topology. However, at short TTL
rates the overhead of accounting for granular profiling renders
the solution by [11] more efficient under this case.

We carried out several experimentsto quantify the impact of
thefail-safeleader election mechanism, detailedinAlgorithms6
and 7, on the resilience of RobP2P when handling high
failure rates. Our primary concern is the impact of failures of
current leaders in carrying their task, under different failure
domains. For this purpose, we run simulations to evaluate
the performance of the fail-safe mechanism under varying
join/leave rates. Figure 10 demonstrates the resilience of the
fail-safe mechanism in handling frequent changes in leader
selection, due to intermittent or permanent failures of peers.
Evidently, increasing join/leave rates impact the time taken to
choose a new leader, however, the robustness of the fail-safe
scheme is demonstrated in its ability to elect aleader quicker,
especially due to the frequent timer operation and the interplay
of leader selection and checking carried out when new peers
join a neighborhood.
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FIGURE 10. Contrasting the impact of peers joining/leaving
network, on the time spent without a leader.
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An important factor to consider, especially as we advocate
for mobility in peers, isthe resilience of RobP2P with the fail-
safe scheme in handling peer mobility, and maintaining leader
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selection under varying mobility rates. Figure 11 depicts the
evaluation of varying mobility rates (in meters per second) of
leader nodesin light of original position when they wereelected
asleaders. Whilethereisan increasing rate of leader ‘ void’ time
created when leaders move (and hence loose connectivity with
stationary peers or others moving in a different direction), the
fail-safe mechanism shows better mobility handling. In fact,
this improvement increases in multiple folds as the mobility of
leaders increases, and hence offers a more resilient solution to
high-mobility scenarios.

Figure 12 shows the enhancements that the fail-safe
mechanism bringswith varying TTL. While evidently the trend
of improvement is seemingly insignificant, we attribute the
similarity in performance to the beaconing and overhead in
communication that resultsfrom extending the TTL. In general,
we note that there is significant hindrance in handling mobility
and failureswhile attempting to maintain aconnected cliquefor
longer times.

6. CONCLUSION

This paper presents RobP2P, a robust mobile P2P architecture
that enables efficient resource sharing. In a domain where
frequent topology changes and high-sensitivity to mobility
dictate resilient schemes, we present RobP2P as a dynamic
architecture that caters for the heterogeneity and volatility of
mobile resources. At its core, it introduces an aggregate score
function that determineswhether apeer isacandidate to assume
SP responsibility. This score function takes into account both
the mobile node constraints and mobile network dynamicity.
RobP2P also introduces a scheme that enables peersto call for
changing their role based on asignificant changeintheir current
profile. This scheme renders the mobile P2P network topology,
constructed with RobP2P, more stable. It also significantly
reduces the network maintenance overhead while maintaining
ahigh leve of reliability. Simulation results show that RobP2P
outperformsother P2P architectures. In addition, weintroduced
thefail-safe schemethat improvestheresilience of RobP2P and
makes it more capable of handling intermittent and permanent
failures, leaves and joins in the network. While it introduces
more overhead in checking for existence of leader and stringent
timers schemes, it compensates with improved resilience.

In future, we plan to utilize Principal Component Analysis
techniques to estimate the parameters with significant impact
on the score function to reduce the transmission overhead
of less significant parameters. More importantly, models that
incorporate a dynamic and resilient score function would be
investigated; shifting from an aggregation scheme to a non-
linear assignment of scores to different preferential variables
that each heterogeneous node would possess. Lastly, a core
principal in RobP2P is the exchange of profile information,
such that nodes can assign themselves higher profile scores
potentiating their election as leaders. The intrinsic assumption

has been the honest and collusion free calibration and
exchange of this information. However, a future direction
would encompass security measuresthat ensure such scoresare
governed and checked for consistency, fairnessand resilienceto
malignant efforts in tampering with system stability and load-
balancing.
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