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Abstract

The rapid growth of applications requiring extremely low latency, such as immer-

sive AR/VR, autonomous vehicle platooning, and remote multi-agent surgery, ne-

cessitates computational approaches beyond centralized cloud models. Edge Com-

puting (EC) reduces communication delays by utilizing resources that are closer

to end-users. However, meeting the strict demands of Ultra-Reliable Low-Latency

Communication (URLLC) often requires pushing computation even further to the

network edge, engaging end-user resources directly.

This dissertation leverages the utilization of Extreme Edge Computing (XEC),

an evolution of EC that leverages the often idle computational power within end-

user devices such as smartphones, wearables, and IoT sensors. XEC aims to de-

crease service latency, democratize edge access by reducing reliance on centralized

clouds, and rapidly scale computational capacity without large capital investments.

This paradigm also offers opportunities to incentivize end-user participation. How-

ever, provisioning XEC faces many challenges due to the unpredictable churn and

limitations of user-owned edge nodes, including constrained processing power, bat-

tery life, intermittent connectivity, and unpredictable availability, all of which in-

troduce volatility and lower reliability.

To address these complexities, this dissertation introduces a robust, adaptive

provisioning framework designed for XEC’s dynamic conditions. The framework

utilizes agile, context-aware resource allocation, predictive workload optimization,

and proactive resilience mechanisms to ensure service continuity and stability amid
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uncertainty. It navigates fluctuations in device capabilities, network quality, en-

ergy levels, and user demands, significantly enhancing system reliability and fault

tolerance.

This dissertation presents the proposed framework’s architecture, development

methodology, and evaluation metrics for EC and XEC contexts. By systematically

mitigating challenges from resource heterogeneity and uncertainty, this research

enables reliable, scalable, ultra-low latency services in extreme edge scenarios. It

advances the state-of-the-art by offering a viable path to dependable computation

at the network edge, enabling the next generation of URLLC applications.
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computation o�oading or information sharing

in VEC.

VEC Vehicular Edge Computing

VR Virtual Reality

WP-MEC Wireless-Powered Mobile Edge Computing:

Systems that integrate wireless power transfer

(WPT) technology with mobile edge computing

(MEC).
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Chapter 1

Introduction

The Internet of Things (IoT) is undergoing exponential expansion, with projections

indicating over 125 billion connected devices by 2030 [2]. This proliferation fuels

a new generation of data-intensive, latency-sensitive applications, including the

Tactile Internet (TI), immersive augmented/virtual reality (AR/VR), autonomous

systems, smart city infrastructure, and real-time healthcare monitoring [3]. Such

applications impose stringent demands: not merely vast computational power,

but also real-time data processing capabilities characterized by ultra-low latency

and high reliability, often de�ned by Ultra-Reliable Low-Latency Communication

(URLLC) requirements.

Traditional Cloud Computing (CC) architectures, despite o�ering seemingly

limitless compute and storage resources, struggle to meet these exacting demands.

CC's reliance on centralized, often geographically remote data centers necessitates

traversing long network paths. This induces signi�cant communication delays (la-

tency) and places considerable strain on network backbones, particularly when

handling massive data volumes generated at the network edge [4]. Consequently,

the inherent latency and potential bandwidth bottlenecks render CC unsuitable

for many applications where instantaneous responsiveness and consistent Quality

of Service (QoS) are paramount.



2

Edge Computing (EC) has emerged as a compelling paradigm to mitigate

these limitations. By strategically positioning computational and storage resources

closer to data sources and end-users at the network edge EC signi�cantly reduces

communication latency and alleviates backhaul network congestion [5]. This ar-

chitectural shift promises enhanced application performance and responsiveness,

driving substantial market interest, with projected growth reaching$10 billion

by 2026 [6]. However, conventional EC deployments, often managed by service

providers using dedicated edge nodes, may still face challenges in achieving the ex-

treme low latency required by the most demanding applications and often lack

formalized Service Level Agreements (SLAs), introducing operational risks for

mission-critical services demanding predictable performance.

To push the boundaries of low-latency computation further,eXtreme Edge

Computing (XEC) represents a signi�cant evolution, extending the EC concept

directly to end-user devices [7{9]. XEC seeks to harness the vast, yet frequently

underutilized or idle, computational power residing within the billions of smart-

phones, tablets, wearables, and IoT sensors owned by users. This approach of-

fers transformative potential: it democratizes edge access, lessening dependence

on centralized providers; dramatically increases potential compute capacity with-

out massive infrastructure investment; and creates opportunities for incentiviz-

ing user participation. However, this paradigm shift introduces profound chal-

lenges. XEC environments are characterized by extreme heterogeneity, resource

constraints (processing power, battery life), intermittent connectivity, and the in-

herent unpredictability of user behaviour and device availability. Operating with-

out the possibility of conventional SLAs, these factors create a highly volatile and

uncertain execution environment.

The critical challenge arising from XEC's intrinsic nature is ensuring the re-

liability and predictable performance demanded by URLLC applications within
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this volatile ecosystem. Task execution faces signi�cant risks: devices acting as

edge workers may become unavailable due to battery depletion or network dis-

connection, lack su�cient resources at a given moment, or even reject assigned

tasks [10]. E�ectively managing dynamic task recruitment (selecting suitable de-

vices), adaptive task o�oading, and proactive task replication becomes crucial for

mitigating failures, yet exceedingly complex under such uncertainty. While the

importance of reliability and low latency in edge computing is recognized [11,12],

research focusing on robust strategies to systematically manage the inherent uncer-

tainty and guarantee reliability speci�cally within user-centric XEC environments

remains underdeveloped. Existing solutions often fail to adequately address the

unique dynamics and profound unpredictability of leveraging unreliable, resource-

constrained user devices for mission-critical computations.

To systematically address this profound unpredictability, this dissertation cat-

egorizes the operational conditions of XEC into two primary environments. Trans-

parent environments are those where the managing framework is assumed to have

access to reasonably accurate information regarding the state and capabilities of

participating devices, such as their processing power and availability. In contrast,

non-transparent environments represent the more challenging, and often more re-

alistic, scenarios where such veri�able information is limited, obscured, or inten-

tionally kept private by the user. This fundamental distinction between known and

unknown operating conditions directly shapes the di�erent resource management

strategies developed in this work.

Addressing this critical research gap is paramount to unlocking the practical

potential of XEC. This thesis confronts the challenge of uncertainty and unre-

liability in XEC head-on. Speci�cally, this research introduces and evaluates a

novel, robust, and adaptive management framework meticulously engineered for
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the volatile conditions characteristic of XEC environments. As outlined in the ab-

stract, the proposed framework integrates sophisticated techniques including dy-

namic, context-aware resource allocation, predictive workload optimization, and

proactive resilience mechanisms (such as intelligent task replication) to ensure ser-

vice continuity, enhance fault tolerance, and maintain performance stability amidst

the inherent unpredictability of user-owned edge resources.

By developing and validating this framework, this work aims to make a signi�-

cant contribution towards enabling reliable, scalable, and ultra-low latency services

deployed directly within extreme edge scenarios. This research seeks to provide a

viable pathway for dependable computation at the network's furthest edge, thereby

facilitating the realization of next-generation IoT and TI applications and advanc-

ing the state-of-the-art in distributed systems and edge computing.

1.1 Motivation

The emergence of transformative applications demanding ultra-low latency and ab-

solute reliability spanning domains from remote robotic surgery and autonomous

vehicle coordination [13] to real-time industrial control [14] and immersive Tactile

Internet experiences creates an urgent imperative to push computation beyond the

limitations of traditional CC. While EC o�ers a crucial step by bringing resources

closer to the user [15, 16], achieving the sub-10-millisecond latency and near-zero

failure tolerance required by these critical services necessitates exploring the fur-

thest reaches of the network edge. The primary motivation for this research stems

from the critical need to enable these demanding, often life-altering, applications

by leveraging the proximity advantage of edge resources. Failure is not an option

in these scenarios; delays or interruptions can have catastrophic consequences, de-

manding unprecedented levels of timeliness, precision, and dependability from the

underlying computational infrastructure.
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However, realizing this vision confronts a fundamental bottleneck, particularly

within the promising paradigm of XEC: the inherent uncertainty and volatility of

the execution environment. As established in the introduction, XEC environments,

which rely on harnessing user-owned devices, are characterized by unpredictable

resource availability, 
uctuating device capabilities, intermittent connectivity, and

a lack of centralized control or guaranteed SLAs. This profound uncertainty poses

a direct threat to the deterministic performance required by critical applications.

Therefore, a core motivation of this work is to address this critical mismatch:

bridging the gap between the stringent reliability demands of next-generation ser-

vices and the volatile reality of extreme edge resources. Without mechanisms to

e�ectively manage this uncertainty, the deployment of critical, failure-intolerant

services at the extreme edge remains fundamentally untenable [17].

Beyond enabling critical services, a powerful synergistic motivation lies in

unlocking the democratizing potential of XEC. This paradigm envisions a fu-

ture where computational power is not solely concentrated in the hands of large

providers but is accessible and participatory, leveraging the collective idle capacity

of billions of end-user devices. This democratization promises reduced infrastruc-

ture costs, enhanced scalability, and broader global access to advanced computing

capabilities. However, this compelling vision is entirely contingent upon overcom-

ing the aforementioned challenges of uncertainty and reliability. The inability to

guarantee QoS or dependable task execution in volatile XEC environments cur-

rently hinders its widespread adoption and prevents the realization of a truly par-

ticipatory edge ecosystem. This research is thus further motivated by the need to

provide the foundational reliability mechanisms upon which a democratized edge

can be built.

In essence, the motivation for this thesis is multi-faceted yet convergent. It

is driven by the urgent need to support next-generation critical applications, the
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fundamental challenge posed by uncertainty in EC/XEC, and the transforma-

tive potential of a democratized edge. Addressing the gap in robust management

strategies for uncertain edge environments is not merely an incremental step but a

critical enabler for future technological advancement. This research is motivated

by the conviction that developing solutions to ensure e�ectiveness, resilience, and

reliability under uncertainty, speci�cally through the proposed adaptive framework

which is essential to realizing the full potential of EC and XEC, thereby paving the

way for truly responsive, dependable, and accessible computing in an increasingly

connected world.

1.2 Thesis Contributions

This research aims to enhance and guarantee timely task execution in XEC envi-

ronments, with a particular focus on time-critical services that demand URLLC

links. Our primary objective is to e�ciently leverage EC technologies to miti-

gate the latency introduced by distant cloud servers and ensure deterministic task

completion, even under highly uncertain and volatile conditions.

To achieve this, we propose to signi�cantly improve the fault tolerance and re-

liability of computing nodes by intelligently utilizing available resources, including

traditionally underutilized devices such as smartphones, laptops, and tablets. We

adopt task replication techniques and dynamic resource management strategies to

sustain service reliability, especially in environments where device failures, discon-

nections, or resource 
uctuations are prevalent. Furthermore, we introduce inno-

vative approaches for the dynamic allocation and management of edge resources,

ensuring optimal system performance, scalability, and e�ciency.

Finally, we extend our framework to address the low-latency requirements of

URLLC by harnessing the computational resources available at the XEC layer.

Speci�cally, we tackle the challenge of maintaining high-quality video streaming in
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scenarios characterized by poor and 
uctuating Internet connectivity. By deploying

machine learning models at the extreme edge, we dynamically enhance the quality

of the streaming experience, mitigating the adverse e�ects of network instability

and ensuring a smooth and responsive user experience even under constrained and

volatile communication conditions.

Building upon the motivations outlined above, this thesis makes the following

primary contributions to address the challenges of deploying reliable, ultra-low

latency services in uncertain EC and particularly XEC environments:

1. Novel Adaptive Management Framework: We design, develop, and

evaluate a comprehensive adaptive management framework speci�cally en-

gineered to enable the reliable provisioning of critical services demanding

URLLC guarantees within volatile EC and XEC ecosystems. This framework

forms the core contribution, integrating mechanisms to proactively manage

uncertainty.

2. Enhanced Reliability and Fault Tolerance Mechanisms: We propose

and integrate speci�c mechanisms within the framework to signi�cantly bol-

ster the fault tolerance and reliability of edge workers operating under un-

certainty. These include intelligent, context-aware resource assessment and

adaptive task replication strategies designed to mitigate the impact of device

volatility and network 
uctuations.

3. Analytical Model for Resource-Aware Task Allocation: We formu-

late and validate a closed-form analytical model enabling e�cient estimation

of the optimal number of edge nodes required for task replication. This model

considers task-speci�c parameters (e.g., criticality, deadlines) and real-time

conditions to balance reliability objectives against resource e�ciency con-

straints within the framework.
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4. Machine Learning-Driven Service Optimization at the Extreme

Edge: We introduce the use of lightweight machine learning models, de-

ployable directly on resource-constrained edge devices, as an integral part of

the framework for dynamic service optimization. We demonstrate its e�cacy

through a practical application enhancing QoE for critical video streaming

services under unstable network conditions, achieving ultra-low latency and

seamless delivery.

5. Comprehensive Validation through Realistic Use Cases: We conduct

extensive simulations and evaluations using realistic critical service scenar-

ios, including healthcare monitoring and high-�delity video streaming. This

rigorous validation demonstrates the proposed framework's practical e�ec-

tiveness, scalability, and ability to consistently deliver reliable, low-latency

performance under diverse and challenging conditions.

1.3 Thesis Outline

The remainder of this dissertation is structured to systematically present the re-

search addressing reliable, low-latency services in uncertain edge environments,

culminating in the proposed adaptive framework and its evaluation.

Chapter 2 establishes the foundational knowledge necessary for this work. It

discusses the relevant concepts, state-of-the-art technologies, and existing research

in Cloud Computing (CC), Edge Computing (EC), eXtreme Edge Computing

(XEC), and Ultra-Reliable Low-Latency Communication (URLLC), identifying

the key challenges and opportunities that motivate this research.

Chapter 3 introduces the core contribution of this thesis: the proposed adap-

tive management framework designed to enable reliable, low-latency services in
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volatile edge environments. This chapter details the framework's overall archi-

tecture, elucidates its constituent modules, and explains how its design principles

directly address the research questions concerning uncertainty management in EC

and XEC.

Chapter 4 presents the �rst set of reliability mechanisms within the framework,

focusing on task provisioning in transparent edge environments. This chapter de-

velops strategies assuming relatively complete knowledge of edge device capabili-

ties, connectivity status, and availability patterns, addressing challenges related to

resource limitation and dynamics even when workers are generally observable and

cooperative.

Chapter 5 tackles a more challenging scenario, presenting reliability mecha-

nisms designed for non-transparent and potentially untrustworthy edge environ-

ments. This chapter addresses the critical issues arising when edge device capabil-

ities are unknown, their reported status cannot be fully trusted, and the number

or identity of available workers may be uncertain. Strategies for robust task as-

signment, veri�cation, and fault tolerance under high uncertainty and minimal

information are detailed.

Chapter 6 elaborates on another critical component of the framework, dedi-

cated to achieving ultra-low latency performance, particularly for streaming and

interactive applications. This chapter details techniques for optimizing service de-

livery under stringent delay constraints in uncertain edge settings. We speci�cally

demonstrate the application of lightweight Machine Learning (ML) models, such

as Generative AI for Super Resolution (SR), deployed on user-owned edge devices

to signi�cantly enhance the Quality of Experience QoE for latency-sensitive appli-

cations such as critical video streaming.

Finally, Chapter 7 summarizes the key �ndings and contributions of this dis-

sertation. It revisits the research objectives, discusses the implications of the



1.3. THESIS OUTLINE 10

results derived from addressing both transparent and non-transparent reliability

challenges within the proposed framework, acknowledges limitations, and proposes

promising directions for future research in the domain of dependable extreme edge

computing.
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Chapter 2

Background

Edge computing is a revolutionary paradigm in distributed computing, diverging

from centralized CC by decentralizing computation and data storage. This shift

brings processing closer to the network edge, resulting in faster data processing,

reduced latency, and improved e�ciency for the expanding IoT.

Resource allocation in EC involves e�cient distribution across nodes to opti-

mize resource utilization. This ensures smooth operation even in dynamic environ-

ments. Challenges include device heterogeneity, varying capabilities, 
uctuating

network conditions, and proximity considerations.

Dynamic resource allocation strategies are vital for adapting to changing work-

loads and environmental conditions. Replication, a fundamental technique in EC,

involves creating duplicate copies for enhanced availability, fault tolerance, and

reliability. Strategies must balance consistency, synchronization, and the trade-o�

between overhead and resilience.

This trio of EC, resource allocation, and replication e�ectively addresses IoT

challenges, promising transformative impacts on industries and reshaping data-

intensive tasks in our connected world.
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2.1 The Cloud, the Fog, and the Edge

Modern computing is evolving from centralized architectures to more distributed

paradigms to meet the demands of data-intensive [18] and latency-sensitive ap-

plications [19]. Cloud computing, fog computing, and edge computing are three

key paradigms in this spectrum, each playing distinct roles in distributed systems.

Cloud computing has long enabled scalable on-demand resources in centralized

data centers [20], but emerging IoT and real-time applications have exposed its

limitations in latency and bandwidth [21]. To address these issues, fog and edge

computing extend computational capabilities closer to data sources [22]. This sec-

tion provides a high-level overview of cloud, fog, and edge computing, clarifying

their de�nitions, di�erences, and roles in modern distributed computing. The em-

phasis is placed on how each paradigm contributes to latency management and

resource optimization in a distributed environment.

Cloud computing refers to a centralized model where computing and storage

resources reside in large data centers [23]. It o�ers virtually unlimited resources for

end-users, e�ectively addressing limitations of user devices, but relies on distant

infrastructure over the Internet. This distance can introduce signi�cant network

latency and congestion [24]; in fact, the long communication links between devices

and the cloud often lead to backhaul network overload and intolerable delays.

Fog computing is an intermediate paradigm that extends cloud capabilities to-

ward the network edge [25]. It moves computation from centralized clouds closer

to end devices (e.g. IoT nodes), enabling faster response times and reducing band-

width usage by processing data locally or regionally [26]. In essence, fog computing

acts as a distributed layer between the cloud and the edge [27], providing compute

and storage nearer to data sources to support latency-sensitive applications.

Edge Computing (EC) pushes computing tasks and services to the very edge of
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the network, near or at the source of data (such as IoT sensors, user devices, or local

gateways) [28]. By deploying edge servers or micro-data centers at the \last mile"

close to users, EC overcomes the high-latency issue of the cloud's hierarchy [29].

This means data can be processed and analyzed almost at the point of generation,

drastically cutting down communication delays. However, edge devices and servers

typically have only a local scope of information and relatively limited resources

compared to the powerful cloud data centers [30].

2.1.1 Roles in Distributed Computing

In a distributed computing environment, cloud, fog, and edge computing play com-

plementary roles as parts of a hierarchical ecosystem. The cloud typically serves as

the powerful back-end: it executes intensive computations, big data analytics, and

aggregate intelligence tasks that are less time-sensitive. The edge and fog layers,

on the other hand, handle the front-line processing. Edge devices or edge servers

focus on localized, real-time, and on-demand tasks, computations that must hap-

pen quickly and close to where data is produced. Fog nodes often work as regional

intermediaries, aggregating data from multiple edge devices or nearby sensors and

performing medium-scale processing before forwarding only necessary information

to the cloud.

2.1.2 Latency Management

Minimizing latency is a core driver for adopting fog and edge computing alongside

the cloud. In a cloud-only scenario, data must travel from end devices all the way

to remote cloud servers and back, which introduces signi�cant round-trip delays.

Indeed, limited bandwidth and the long communication paths to centralized clouds

can degrade performance, often resulting in network bottlenecks and intolerable

service delays for time-sensitive applications. Edge computing directly tackles this
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issue by keeping computation near data sources; by processing data on local edge

nodes or devices, it avoids long wide-area network hops and thereby dramatically

lowers the end-to-end latency.

2.1.3 Resource Optimization

Using cloud, fog, and edge in concert not only improves latency but also optimizes

resource utilization across the network. Each layer can be tasked with workloads

appropriate to its capacity and context, preventing overuse or underuse of any sin-

gle resource pool [31]. For instance, bandwidth-intensive raw data from IoT devices

can be processed or �ltered at the edge/fog level, transmitting only distilled re-

sults to the cloud, which reduces backhaul network tra�c and avoids overwhelming

cloud data centers.

2.1.4 Complementary Nature of Cloud, Fog, and Edge

Rather than seeing cloud, fog, and edge computing as competing alternatives, mod-

ern architectures treat them as complementary components of a uni�ed continuum.

Each paradigm �lls in the gaps of the others. The cloud o�ers a global-scale view

and massive compute power for aggregated data and long-term analysis, but it lacks

immediacy. The edge and fog provide that immediacy and context-awareness at

the network's periphery, but they lack the scalability of the cloud. When com-

bined, they create a layered cloud{fog{edge infrastructure where data and tasks


ow to the most appropriate layer [31].

2.2 eXtreme Edge Computing (XEC)

Another promising computing paradigm on which this dissertation will focus is

eXtreme Edge Computing (XEC). XEC refers to processing that occurs at the



2.3. COMPARISON: EXTREME EDGE, EDGE, FOG, AND
CLOUD COMPUTING 15

very periphery of a network|directly on sensors or devices where data is gener-

ated (regardless of the devices being user-owned or enterprise-owned) [32]. Unlike

higher-level edge nodes (such as gateways or smartphones), eXtreme Edge De-

vices XEDs (often called the \mist" layer) perform only essential tasks such as

basic sensing and preliminary data processing due to severe limitations in power,

processing capacity, and memory [33]. Herein, we will refer to any underutilized

resource such as smartphones, laptops, tablets, and IoT devices to XEC. This

paradigm is crucial in scenarios requiring ultra-low latency, local data processing,

or when connectivity is intermittent.

2.3 Comparison: Extreme Edge, Edge, Fog, and Cloud Computing

Each computing paradigm in the continuum|from the extreme edge to the cloud|

o�ers distinct advantages and limitations. Table 2.1 summarizes these di�erences.

2.4 XEC Applications in IoT, Healthcare, and Autonomous Systems

2.4.1 IoT and Sensor Networks

In IoT, XEDs transform sensors from mere data collectors into smart nodes capable

of �ltering data and triggering immediate actions. For example, an industrial

sensor might detect an anomaly locally and send an alert rather than streaming

continuous raw data. This approach reduces network tra�c and improves system

responsiveness, particularly when thousands of sensors are deployed in smart cities

or industrial environments [43].
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Feature/Parameter Extreme Edge Edge Fog Cloud

Location Directly on sen-
sors/actuators, lap-
tops, tablets, and
smartphones (device
layer) [32]

On devices or near-
device (e.g., smart-
phones, gateways) [34]

In local servers,
routers, or network
gateways [32]

Centralized data cen-
ters [35]

Latency Ultra-low (immediate,
on-site processing) [15]

Very low (close to data
source) [36]

Moderate (closer than
cloud, but not on-
device)

High (due to long-
distance transmis-
sion) [37]

Compute Resources Highly constrained,
minimal processing
power

Limited resources com-
pared to fog/cloud

Moderate computing
power

Virtually unlimited
(massive compute and
storage)

Bandwidth Usage Minimal (process-
ing/�ltering before
transmission) [38]

Reduced (local pre-
processing) [38]

Aggregates data, re-
ducing bandwidth
needed [39]

High (transmission of
raw, high-volume data)

Energy E�ciency Critical (battery-
operated, low energy
budget)

Battery-powered or
energy-constrained

Generally powered
from mains (more en-
ergy available)

Energy is less of a con-
cern

Security Prone to physical tam-
pering; limited security
measures [40]

Improved, but still vul-
nerable due to limited
resources [40]

Better security proto-
cols and management
possible [41]

Centralized security
with robust measures
[42]

Typical Applica-
tions

Immediate response,
real-time control such
as telesurgery or re-
mote medicine [15]

Smart home, IoT pro-
cessing, near-device
analytics

Localized data process-
ing, industrial automa-
tion

Heavy processing, deep
analytics, AI model
training

Table 2.1: Comparison of Extreme Edge, Edge, Fog, and Cloud Computing
Paradigms

2.4.2 Healthcare and Wearable Devices

Healthcare applications bene�t from extreme edge computing through wearables

and implantable devices that perform on-device processing. A wearable ECG mon-

itor can analyze heart rhythms in real time, alerting the user or caregivers imme-

diately upon detecting anomalies|crucial in emergency scenarios. Additionally,

processing data on the device enhances privacy by reducing the transmission of

sensitive health information over networks [15].

2.4.3 Autonomous Systems and Vehicles

Autonomous vehicles and drones rely on ultra-fast decision-making made possi-

ble by extreme edge computing. For instance, the task of image segmentation is

computationally intensive task, especially in smart vehichles because the decisions
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based on the segmented scenes must be swift in order to avoid obstacles, and pedes-

trians, hence relying on the nearby edge computing servers instead of the cloud

servers [44]. These systems generate vast amounts of sensor data (from cameras,

LIDAR, etc.) and must act within milliseconds. By processing data on-board,

vehicles can react to hazards in real time, while cloud systems are reserved for less

time-critical tasks such as updating HD maps or long-term analytics. This bal-

ance ensures that real-time control remains reliable, even if network connectivity

is intermittent. Mao et. al [45] introduced a novel approach for vehicle-to-vehicle

computation o�oading, which serves as the foundation for a hierarchical multi-

role formation strategy for autonomous vehicle groups. Additionally, it explores

the dynamic changes within these groups and proposes an evolution algorithm

to handle these transitions. Lastly, a cooperative model for autonomous vehicle

groups is developed, incorporating key factors such as reliability, cooperativeness,

punctuality, stability, and adaptability.

2.5 XEC Challenges

2.5.1 Security Challenges

Deploying computation at the extreme edge expands the attack surface. XEDs are

more vulnerable to physical tampering, and due to their limited resources, they

cannot support robust encryption or frequent security updates [46]. Distributed

processing across many small devices complicates the management of trust and

authentication compared to centralized cloud systems [47]. Lightweight crypto-

graphic solutions and secure update mechanisms are critical areas of ongoing re-

search. For instance, Wang et. al [48] proposed a lightweight privacy-preserving

ciphertext retrieval scheme based on edge computing (LPCR) by extending search-

able encryption (SE) and ciphertext policy attribute-based encryption (CP-ABE)
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techniques. Meng et. al [49] addressed the issue of failure of the most existing au-

thentication schemes of fully addressing the data trust issue among edge computing

nodes in cross-regional communications, and lack anonymous security features.

They proposed a lightweight Multientity Authenticated Group Key Agreement

(MAGKA) protocol is proposed for blockchain-based Vehicular Edge Computing

(VEC) networks. The proposed blockchain network built from the roadside units is

to ensure the un-deniability of any data exchanged among the edge networks to pro-

vide data trust management. The MAGKA protocol substantiates the lightweight

authentication between the vehicles, the roadside unit, and the trusted authority

anonymously, allowing the vehicles to join or leave the edge network dynamically

on the premise of ensured security.

2.5.2 Energy E�ciency Challenges

Many XEDs operate on batteries or through energy harvesting, making energy

e�ciency paramount [50]. There is a trade-o� between local processing and com-

munication: while local computation consumes less energy than wireless trans-

mission, complex processing can drain a device's limited power. Optimizing this

balance, through duty cycling, low-power hardware design, and adaptive algo-

rithms, is essential to enable long-term, sustainable operation of IoT, healthcare,

and autonomous systems.

Recent advancements in wireless-powered and intelligent re
ecting surface (IRS)-

assisted mobile-edge computing (MEC) systems further enhance energy e�ciency

by dynamically managing task o�oading and energy harvesting. IRS technology

improves signal transmission while reducing power consumption, enabling devices

to o�oad computation while maintaining low latency [51]. Additionally, Wire-

less Power Transfer WPT) has been integrated with MEC to provide sustainable

energy solutions, minimizing reliance on traditional battery-powered devices and
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reducing carbon emissions [52]. These approaches optimize Computation Energy

E�ciency (CEE) by jointly adjusting CPU frequencies, o�oading strategies, and

transmission power, leading to signi�cant energy savings. In health monitoring

applications, energy-e�cient task scheduling algorithms have been developed to

prolong sensor lifetime and ensure real-time physiological data processing [53]. By

combining IRS, WPT, and energy-aware resource allocation strategies, future edge

computing systems can achieve ultra-low power consumption while maintaining

high computational performance.

To conclude, XED represents a critical shift in how computation is distributed

across the network. By processing data on the sensor or device itself, it o�ers

ultra-low latency and e�cient bandwidth usage, essential for real-time applications

in IoT, healthcare, and autonomous systems. However, these bene�ts come with

challenges in security and energy e�ciency due to the inherent constraints of XEDs.

A tiered approach that combines the strengths of extreme edge, edge, fog, and

cloud computing is often the best solution. Time-critical tasks are handled on-site,

while more intensive analytics and model training are o�oaded to fog or cloud

infrastructures. This distributed architecture not only optimizes performance and

responsiveness but also balances energy consumption and enhances security at each

layer.

As research continues to advance lightweight security protocols and energy-

e�cient algorithms, the integration of extreme edge computing into broader sys-

tems will become more robust, paving the way for smarter, more autonomous

applications across diverse domains.

2.6 Task O�oading in Edge Computing

Task o�oading addresses scenarios where applications, particularly those with real-

time requirements, must be moved to more powerful computing nodes due to the
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limitations of end devices' processing capability [54]. This process improves perfor-

mance and resource utilization by making decisions based on available resources,

network conditions, computational requirements, and energy e�ciency.

Emerging research has explored diverse strategies to optimize task o�oading

across various domains, including vehicular edge computing (VEC), satellite IoT,

and cooperative multi-agent systems. In vehicular environments, task o�oad-

ing can leverage both Vehicle-to-Infrastructure (V2I) and vehicle-to-vehicle (V2V)

communications to balance computation loads and reduce latency [55]. Edge-edge

cooperation among multiple roadside units (RSUs) further enhances load balanc-

ing and resource utilization by dynamically migrating tasks between edge servers

to mitigate congestion in high-tra�c areas [56].

In mobile-edge computing (MEC) networks, task dependencies and limited

computational resources present signi�cant challenges. Multi-task o�oading schemes

have been developed to handle interdependent tasks e�ciently, using models such

as Directed Acyclic Graphs (DAGs) and reinforcement learning-based scheduling

algorithms to improve overall system performance [57]. Multi-agent deep rein-

forcement learning (MADRL) approaches have been proposed to enable distributed

decision-making in MEC environments, reducing centralized computation overhead

and improving the adaptability of edge servers to dynamic workloads [58].

Costly task o�oading remains a key challenge, as computational overhead in-

creases with the number of tasks and mobile devices. Evolutionary multitasking

has emerged as a promising approach to tackle large-scale optimization problems

by leveraging auxiliary tasks to accelerate decision-making and reduce energy con-

sumption [59]. Moreover, advanced game-theoretic approaches enable competitive

and cooperative task o�oading strategies among vehicles and edge nodes to dy-

namically allocate computational and communication resources [56].
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As task o�oading continues to evolve, integrating intelligent optimization tech-

niques such as reinforcement learning, game theory, and evolutionary computing

will be essential for achieving e�cient, low-latency, and energy-e�cient edge com-

puting solutions across diverse applications.

2.7 Edge Orchestration

Edge orchestration refers to the management, coordination, and optimization of

resources and tasks at the edge of a network. It enables e�cient deployment and

execution of applications in distributed environments, ensuring optimal resource

utilization and meeting the demands of latency-sensitive services. With the increas-

ing complexity of edge computing environments, advanced orchestration strategies

have emerged to manage heterogeneous resources dynamically and autonomously.

Key aspects of edge orchestration include: 1) resource management, 2) scaling,

3) security, 4) data management, and 5) fault tolerance

Edge orchestration operates on two scales: service and geography. Service or-

chestration automates tasks for individual edge services, encompassing container

deployment, tra�c direction, and service health monitoring. Geographic orchestra-

tion oversees edge computing across locations, ensuring service availability, regula-

tory compliance, and region-speci�c performance optimization. The combination

of these approaches facilitates large-scale distributed computing, enabling seamless

execution of critical applications such as robotic automation, mobile augmented

reality, and industrial IoT.

Recent advances in cloud-edge collaboration have further enhanced edge orches-

tration by integrating distributed execution models. For instance, hybrid cloud-

edge orchestration strategies dynamically migrate computational loads between

cloud data centers and edge nodes based on real-time resource constraints [60].

Distributed orchestration engines have been developed to improve the e�ciency
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of time-sensitive applications, leveraging adaptive container deployment and inter-

node collaboration to minimize scheduling delays [60]. Additionally, deep rein-

forcement learning (DRL) has been employed for low-latency service orchestra-

tion, optimizing joint task scheduling and o�oading in edge-assisted Simultaneous

Localization and Mapping (SLAM) applications [61].

From a broader perspective, edge orchestration in IoT environments relies on

automated management frameworks to handle service migrations, optimize con-

tent caching, and ensure security across distributed infrastructures [62]. These

frameworks incorporate virtualization techniques such as network function virtu-

alization (NFV) and software-de�ned networking (SDN) to enable scalable and

adaptive orchestration of computing and networking resources.

In summary, advancements in edge orchestration strategies, ranging from multi-

agent orchestration engines to AI-driven scheduling techniques, are transforming

the e�ciency and scalability of edge computing. The integration of cloud-edge col-

laboration, deep learning, and dynamic resource allocation mechanisms is crucial

for meeting the stringent latency, reliability, and security requirements of emerging

edge applications.

2.8 Resource Allocation in Edge Computing

Resource allocation in EC involves distributing tasks among nodes to optimize

performance metrics including latency [63], energy consumption [64], or cost [65].

It di�ers from centralized cloud infrastructure, considering factors such as compu-

tational resources, communication costs, latency constraints, energy consumption,

node cost, and security. In EC environments with diverse devices, task allocation

is crucial. Key factors and approaches for task allocation in EC are outlined in

Table 2.2.
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Table 2.2: Resource Allocation Key Factors

Key Factors Description

Latency and Response Time Allocate resources for critical tasks re-

quiring quick responses to edge devices

with minimal communication delays [66].

Resource Constraints Consider available computational power,

memory, and power capabilities at each

edge node for e�cient execution [63{65].

Data Sensitivity and Privacy Allocate data-intensive tasks locally to

maintain data privacy and comply with

regulations [67].

Network Bandwidth Minimize data transfers by allocating

non-data-intensive tasks to edge nodes,

reducing strain on the network [68].

Fault Tolerance Incorporate redundancy in allocation to

ensure uninterrupted service by reallocat-

ing tasks from failed nodes [69].

Optimization Techniques Employ mathematical, heuristic, or ML-

based algorithms for determining the op-

timal task allocation strategy [70].

2.8.1 Assignment Techniques

In this section, we review some of the resource allocation techniques presented in

the literature with the aim of observing their key di�erences and comparing their

results.
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2.8.1.1 Constrained Optimization

Constrained optimization is a mathematical approach to �nding the best solu-

tion to a problem while satisfying speci�c limitations, such as resource availabil-

ity, power consumption, and latency constraints. In edge computing, constrained

optimization plays a crucial role in task allocation, scheduling, and resource dis-

tribution, ensuring e�cient utilization of limited edge resources while maintaining

the desired QoS. The objective of constrained optimization is to determine the

optimal task assignments, represented by a solutionx, that satis�es a set of pre-

de�ned constraints. These solutions may be local or global optima, depending

on the problem formulation and the applied mathematical techniques. Common

methods used in constrained optimization include linear programming (LP), non-

linear programming (NLP), mixed-integer programming (MIP), and evolutionary

algorithms, each selected based on problem complexity and real-time performance

requirements.

One key application of constrained optimization in edge computing is task

scheduling and o�oading, where resource-constrained devices delegate computa-

tionally intensive tasks to more powerful edge servers. Multi-objective optimiza-

tion models have been developed to balance execution time, energy consumption,

and network delay [71]. Additionally, resource allocation in budget-constrained

environments presents another challenge. Deploying services at the edge involves

optimizing redundant service placement while adhering to �nancial limitations.

Budget-constrained multi-objective optimization models have been proposed to

minimize transmission costs and network latency while ensuring e�cient service

availability [72].

In satellite-assisted mobile-edge computing (MEC) networks, constrained op-

timization is used to optimize dynamic resource management. Highly dynamic
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conditions require real-time adjustments in task allocation, user associations with

satellites, and multiple-input multiple-output (MIMO) transmission strategies.

Lyapunov-based optimization techniques enable energy-e�cient task o�oading

and queueing delay reduction under these constraints [73]. Wireless-powered mo-

bile edge computing (WP-MEC) systems, which integrate wireless power transfer

(WPT) with MEC, also leverage constrained optimization techniques. These meth-

ods jointly minimize system computation time and optimize energy-e�cient task

allocation in networks using non-orthogonal multiple access (NOMA) [71].

In hybrid mobile-edge cloud computing (WP-MECC) environments, optimizing

task completion time is a signi�cant challenge. Joint time and energy allocation

strategies are required for real-time processing, and recent studies have formulated

mixed-integer programming (MIP) and deep reinforcement learning (DRL)-based

solutions to minimize task completion times while ensuring fairness among devices

[74]. Furthermore, due to the complexity of constrained optimization in large-scale

edge environments, heuristic-based approaches such as Genetic Algorithms (GAs)

and K-medoids clustering have been utilized to prioritize service deployment and

enhance system-wide performance [72].

While constrained optimization has signi�cantly improved resource e�ciency in

edge computing, future research will likely focus on AI-driven dynamic optimiza-

tion, where reinforcement learning (RL) is integrated to enable real-time adap-

tation. Quantum-inspired optimization techniques may be explored for solving

large-scale mixed-integer nonlinear programming (MINLP) problems. Addition-

ally, cross-layer optimization strategies that jointly optimize networking, comput-

ing, and storage resources in heterogeneous edge-cloud ecosystems will be a major

area of advancement. By leveraging constrained optimization, edge computing can

enhance service reliability, reduce operational costs, and achieve sustainable energy

usage, making it a critical tool in next-generation distributed computing systems.
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2.8.1.1.1 Tools

A wide array of specialized tools and solvers are available for addressing constrained

optimization problems in edge computing. These tools vary in capabilities, per-

formance, licensing, and integration options. Below is an expanded overview of

notable solvers and modeling environments:

Commercial Solvers

ˆ Gurobi Optimizer [75] : Renowned for its speed and robustness, Gurobi

o�ers solutions for linear programming (LP), quadratic programming (QP),

and mixed-integer programming (MIP). It provides APIs for multiple pro-

gramming languages, including Python, C++, and Java. Gurobi is particu-

larly noted for its performance in large-scale optimization problems.

ˆ IBM ILOG CPLEX Optimization Studio [76] : CPLEX is a compre-

hensive optimization tool capable of solving LP, QP, and MIP problems. It

integrates with various programming environments and is widely utilized in

both academia and industry for complex optimization tasks.

ˆ FICO Xpress Optimization Suite [77] : This suite includes tools for mod-

eling and solving LP, QP, and MIP problems. It o�ers a 
exible modeling

environment and supports integration with di�erent programming languages.

ˆ MOSEK [78] : Specializes in large-scale mathematical optimization prob-

lems, including LP, QP, and conic optimization. MOSEK provides APIs

for several programming languages and is known for its e�ciency in solving

large-scale problems.
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ˆ Artelys Knitro [79] : Designed for large-scale nonlinear optimization, Kni-

tro can handle continuous and mixed-integer programming problems. It pro-

vides specialized algorithms for nonlinear least squares and is integrated with

multiple modeling environments.

ˆ LINDO/LINGO [80] : Provides solvers for linear, nonlinear, and integer

optimization. LINGO includes a modeling environment, while LINDO API

o�ers callable routines for embedding optimization capabilities into applica-

tions.

Open-Source Solvers

ˆ COIN-OR (Computational Infrastructure for Operations Research)

[81]: An initiative that o�ers open-source tools for the operations research

community, including solvers such as CLP for LP problems and CBC for

MIP problems. These tools are suitable for research and applications where

budget constraints preclude the use of commercial solvers.

ˆ COIN-OR (GNU Linear Programming Kit) [82] : A package intended

for solving LP and MIP problems. While it may not match the performance

of commercial solvers, GLPK is a viable option for smaller-scale problems or

where open-source solutions are preferred.

ˆ SCIP [83] : A solver for mixed-integer programming (MIP) and mixed-

integer nonlinear programming (MINLP). SCIP is known for its performance

and is available for academic and non-commercial use.

ˆ HiGHS [84] : An open-source solver for LP, MIP, and QP problems, known

for its high performance and e�ciency in solving large-scale models.
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Modeling Languages and Interfaces

ˆ AMPL [85] : A popular algebraic modeling language for large-scale linear,

mixed-integer, and nonlinear optimization. AMPL allows for the formula-

tion of complex optimization models and supports integration with various

solvers.

ˆ GAMS (General Algebraic Modeling System) [86] : A high-level mod-

eling system for mathematical programming problems. GAMS is designed

for modeling linear, nonlinear, and mixed-integer optimization problems and

connects seamlessly with numerous solvers.

ˆ JuMP [87] : A domain-speci�c modeling language for mathematical opti-

mization embedded in Julia. JuMP allows users to express optimization

models in a high-level syntax and supports integration with various solvers.

ˆ Pyomo [88] : A Python-based, open-source modeling language that facili-

tates the de�nition and solution of optimization problems. Pyomo supports

integration with various solvers, both commercial and open-source, providing


exibility in solver selection.

ˆ YALMIP [89] : A MATLAB toolbox for modeling and solving optimiza-

tion problems. YALMIP provides a uni�ed interface to various solvers and

supports a wide range of problem classes.

ˆ CVX [90,91] : A MATLAB-based modeling system for convex optimization

problems. CVX allows users to specify optimization problems in a natural,

readable form and automatically transforms them into standard form for

solving with external solvers.

ˆ CVXPY [90,91] : A Python-based modeling language speci�cally designed
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for convex optimization problems. CVXPY enables users to express opti-

mization problems in a readable form and interfaces with multiple solvers for


exibility.

Integrated Environments

ˆ MATLAB Optimization Toolbox [92] : Provides functions for �nding

parameters that minimize or maximize objectives while satisfying constraints.

It includes solvers for linear programming, quadratic programming, nonlinear

optimization, and mixed-integer programming.

ˆ Maple [93] : A symbolic and numeric computing environment that includes

tools for solving linear, nonlinear, and quadratic programming problems.

Maple o�ers a user-friendly interface and supports various solvers.

ˆ Wolfram Mathematica [94] : O�ers a comprehensive suite of optimization

tools for linear, nonlinear, and integer programming. Mathematica provides

symbolic computation capabilities and integrates with various solvers.

When selecting a solver or modeling tool for constrained optimization in edge

computing, factors such as problem size, complexity, required solution speed, in-

tegration capabilities, and budget constraints should be considered. Commercial

solvers such as Gurobi, CPLEX, MOSEK, and Artelys Knitro o�er high perfor-

mance and extensive support but come with licensing costs. Open-source alterna-

tives such as COIN-OR, GLPK, SCIP, and HiGHS provide cost-e�ective solutions

with varying levels of performance and support. Modeling languages and inter-

faces such as AMPL, GAMS, JuMP, Pyomo, CVXPY, and YALMIP facilitate the

formulation of optimization problems and o�er 
exibility in solver selection.
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2.8.1.2 Graph Theoretic Approach

Graph theory is a mathematical �eld focused on studying graphs, which are mathe-

matical structures representing relationships between entities. In edge computing,

graph-based models are essential for optimizing resource allocation, network plan-

ning, and service distribution. A graph consists of nodes, representing computing

resources or network elements, and edges, denoting communication links, avail-

ability constraints, or dependencies. By leveraging graph-based optimization tech-

niques, edge computing systems can dynamically adjust to variations in workload

distribution, mobility patterns, and resource availability.

Graph-based techniques such as graph traversal algorithms (e.g., Dijkstra's al-

gorithm), graph partitioning, graph matching, and spectral graph theory have been

employed to model and solve complex optimization problems in edge computing.

Zhang et al. [95] utilize spectral graph theory to optimize network throughput in

an IRS-assisted multi-hop MEC network, demonstrating signi�cant improvements

over baseline approaches.

A major challenge in edge computing is mobility-aware resource planning,

where user mobility must be considered to ensure seamless service continuity. Liu

et al. [96] propose a graph neural network (GNN)-based partitioning framework for

multi-access edge computing (MEC) server planning. Their MECP-GAP algorithm

partitions radio access networks (RANs) into clusters based on base station work-

loads and handover management costs, ensuring balanced MEC workloads while

reducing service handover costs. This learning-based graph partitioning approach

outperforms conventional optimization techniques in reducing service migration

overhead and improving edge resource utilization.

Graph theory has also been applied to software-de�ned networking (SDN) and

wireless mesh networks (WMNs) to optimize multicast communication. Xu et
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al. [97] introduce MIST (Minimum Interference Steiner Tree), an interference-

aware multicast tree optimization technique that ensures e�cient service delivery

while minimizing network interference. Unlike traditional Steiner tree algorithms,

MIST employs submodular minimization under Steiner tree constraints, balancing

multicast e�ciency with network congestion reduction.

Chen et al. [98] present a comprehensive survey on graph-based resource man-

agement in wireless networks, categorizing optimization approaches into:

Graph Coloring for interference minimization in multi-access wireless networks.

Graph Matching for dynamic user-to-edge association in MEC and cloud radio ac-

cess networks (C-RAN). Graph Partitioning for mobility-aware service provision-

ing in MEC environments. Graph Neural Networks (GNNs) for real-time adap-

tive resource allocation, leveraging message-passing architectures to optimize net-

work performance dynamically. Graph-based methods are also increasingly used

in SDN-controlled wireless networks to optimize multicast communication under

interference constraints. By incorporating learning-based heuristics, these mod-

els can predict network congestion, optimize service placement, and dynamically

recon�gure edge resources.

The future of graph theory in edge computing lies in its integration with rein-

forcement learning (RL), evolutionary algorithms, and quantum-inspired optimiza-

tion techniques. These advancements will enable real-time, decentralized decision-

making, optimizing the placement and migration of services across heterogeneous

edge environments.

By leveraging graph-based optimization and learning techniques, edge com-

puting systems can achieve dynamic load balancing, improve service reliability,

and enhance resource utilization e�ciency, making them a key enabler of next-

generation distributed computing.
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2.8.1.3 Game Theory Approach

Game theory, rooted in mathematics, economics, and social science, explores strate-

gic interactions among rational decision-makers, termed players. It provides a

powerful analytical framework for modeling interactions where participants aim

to optimize individual objectives while considering the actions of others. By ana-

lyzing strategies, payo�s, and equilibria, game theory helps in understanding how

cooperation, competition, and strategic decision-making in
uence system perfor-

mance. Game theory encompasses various types of strategic interactions, catego-

rized into cooperative games, where players form coalitions to maximize collective

bene�ts [99]; non-cooperative games, where individual players act independently

to maximize personal utility [100]; zero-sum games, where one player's gain is pre-

cisely another player's loss [101]; and sequential games, where decisions are made

over multiple stages, in
uencing future choices [102].

In the context of edge computing, game theory has been widely applied to

optimize task o�oading, resource allocation, and pricing strategies. Zhuoyue et

al. [103] propose a Stackelberg game model for resource pricing and task o�oading

in UAV-assisted mobile edge computing (MEC). Their Resource Pricing and Task

O�oading (RPATO) algorithm allows edge servers, acting as leaders, to set service

prices, while edge users (followers) optimize their task o�oading decisions. This

hierarchical game model balances computational load and ensures energy-e�cient

task migration, demonstrating signi�cant performance gains over conventional of-


oading schemes.

Expanding on vehicular edge computing (VEC), Zhang et al. [104] introduce

a neural network-based game-theoretic framework to optimize task o�oading de-

cisions in highly dynamic vehicular networks. Their transfer learning-enhanced



2.8. RESOURCE ALLOCATION IN EDGE COMPUTING 33

model adapts o�oading strategies in real-time, signi�cantly reducing computa-

tional complexity while improving e�ciency. The integration of neural networks

and game theory enables scalable decision-making under unpredictable network

conditions, outperforming conventional Nash equilibrium-based approaches.

To address large-scale UAV-assisted edge networks, Cai et al. [105] propose a

mean-�eld game (MFG)-based altitude control strategy for relay-assisted MEC.

Their model transforms UAV trajectory planning into a stochastic di�erential

game, ensuring optimal relay energy consumption while enhancing edge network

e�ciency. By formulating the UAV altitude scheduling problem as a mean-�eld

equilibrium, the proposed approach reduces inter-UAV interference, improves data

o�oading rates, and minimizes energy consumption in ultra-dense MEC networks.

Zhang et al. [106] extend game theory into deep reinforcement learning (DRL)-

based resource allocation for VEC systems. Their Multi-Agent Reinforcement

Learning-Based Resource O�oading (MARLRO) framework employs Double Deep

Q-Networks (DDQN) to optimize task scheduling and resource allocation in com-

petitive edge server environments. This hybrid DRL-game theoretic approach en-

sures dynamic pricing adaptation, real-time decision-making, and e�cient task

migration, outperforming static game-theoretic pricing strategies.

Another notable application of game theory in edge computing is in multi-

criteria task scheduling. Anjan et al. [107] introduce EdgeMatch, a game-theoretic

scheduling approach designed for IoT-edge computing environments. Their preference-

based stable matching algorithm (PBSM) balances resource constraints and task

execution latency, ensuring e�cient IoT-edge system operation. Unlike conven-

tional Min-Min and Max-Min scheduling techniques, EdgeMatch dynamically ad-

justs scheduling strategies based on resource availability, task priority, and network

congestion.
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Game-theoretic approaches continue to shape the evolution of edge comput-

ing systems, particularly in adaptive resource allocation, multi-agent task coordi-

nation, and energy-e�cient service provisioning. The integration of deep learn-

ing techniques with game-theoretic frameworks is emerging as a key trend, al-

lowing edge computing systems to leverage real-time adaptive resource manage-

ment. Additionally, the exploration of evolutionary and quantum-inspired game-

theoretic models could further enhance decision-making e�ciency in massive-scale,

decentralized edge networks. As edge computing ecosystems continue to expand,

game-theoretic optimization models will remain central to achieving scalability,

resilience, and e�ciency in distributed computing environments.

2.8.1.4 Machine Learning

Machine learning has emerged as a transformative approach for resource allocation

in edge computing, addressing the complexities of dynamic task o�oading, net-

work heterogeneity, and real-time decision-making. Traditional optimization tech-

niques struggle to adapt to rapidly changing network conditions and multi-agent

interactions. To overcome these limitations, researchers have leveraged deep re-

inforcement learning (DRL), federated learning (FL), and hybrid decision-making

models to enhance resource distribution across diverse edge infrastructures.

One of the key challenges in distributed edge computing is managing task

and resource allocation e�ciently without centralized control. Yan Chen et al.

[108] introduce a multi-agent deep reinforcement learning (MADRL) framework to

optimize joint task o�oading and computing resource management in distributed

edge environments. Their model treats task allocation and resource assignment

as separate but interdependent subproblems, e�ectively reducing system latency

and improving Quality of Experience (QoE) for edge users. By formulating the

problem as a partially observed Markov decision process (POMDP), they address
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the challenges of limited visibility into network states and dynamic user requests.

Their experimental results demonstrate that MADRL-based policies signi�cantly

outperform conventional heuristic methods, particularly in high-tra�c, multi-edge

computing environments.

While centralized deep learning models o�er strong predictive capabilities, they

often introduce privacy concerns and excessive network overhead, making them im-

practical for multi-edge computing environments. To address this, Zheyi Chen et

al. [109] propose a Personalized Federated Reinforcement Learning-based O�oad-

ing and Resource Allocation (PFR-OA) framework tailored for multi-edge smart

communities. Unlike traditional DRL approaches, which require direct access to

all system data, their model distributes learning across edge nodes using feder-

ated learning (FL). By incorporating a personalized proximal term, the PFR-OA

framework enhances global model convergence, signi�cantly reducing communica-

tion overhead while maintaining accuracy. The study demonstrates that feder-

ated learning-driven resource allocation balances computational e�ciency, privacy

preservation, and network adaptability, making it a promising approach for real-

world edge computing deployments.

Expanding on resource allocation in hybrid cloud-edge computing, Huang et al.

[110] explore decision-assisted deep reinforcement learning (DRL) models to man-

age task scheduling across space-air-ground integrated networks (SAGINs). Their

approach tackles the hybrid nature of cloud-edge infrastructures, where resources

are distributed across satellites, UAVs, and terrestrial edge nodes. By leveraging

directed acyclic graphs (DAGs) to model multi-task dependencies, their decision-

assisted hybrid action space DRL model optimizes energy consumption and latency

while handling both continuous and discrete decision variables. Their experimental

results show that decision-assisted DRL signi�cantly accelerates model convergence

and improves system performance, making it a viable technique for scalable edge
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computing networks that integrate terrestrial and aerial resources.

Satellite Edge Computing (SEC) has emerged as a promising solution for ex-

tending edge computing capabilities to remote and underserved regions. However,

high communication latency, limited satellite processing power, and 
uctuating

network conditions pose signi�cant challenges. Jia et al. [111] introduce MATORA,

a multi-agent deep reinforcement learning (MADRL)-based task o�oading and re-

source allocation algorithm, to optimize latency and reduce task drop rates in

LEO satellite-based mobile edge computing (MEC) environments. By decoupling

task o�oading and resource allocation into two distinct learning subproblems,

MATORA e�ciently adapts to changing network loads and time-varying satellite

connections. Their results highlight that MADRL-based o�oading strategies out-

perform conventional static policies, o�ering greater 
exibility and resilience in

satellite-driven edge computing infrastructures.

Machine learning techniques for resource allocation in edge computing continue

to evolve, with signi�cant advancements in multi-agent coordination, federated re-

inforcement learning, hybrid action space optimization, and satellite edge comput-

ing. Future research is expected to explore scalable federated reinforcement learn-

ing techniques for decentralized resource allocation, graph neural networks (GNNs)

and meta-learning for adaptive policy generalization, and quantum-inspired rein-

forcement learning for large-scale, stochastic optimization. As edge computing

environments become more diverse and complex, ML-based resource allocation

will play a central role in improving e�ciency, scalability, and adaptability across

next-generation computing infrastructures.

2.9 Replication in Edge Computing

Replication in computing involves generating and maintaining multiple instances

of data or services across diverse nodes or servers [112]. Its main purpose is to
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enhance data availability, ensuring continuous access even if speci�c sources are

temporarily inaccessible [113]. Replication also improves fault tolerance, allowing

systems to remain functional despite disruptions.

In microservices architectures for instance, replication is crucial for handling

larger loads and providing redundancy. If one service instance fails, another seam-

lessly takes over, ensuring the resilience of the system [114].

The process of replication in computing aims to achieve several primary objec-

tives:

1. Availability : Ensure continuous access to data or services. By maintaining

multiple copies, systems can remain operational even if a subset of those

copies becomes unavailable due to failures [112].

2. Performance Enhancement : Reduce latency by allowing users to access

a nearby copy of the data instead of retrieving it from a distant location.

For instance, Geo-Distributed systems, such as geo-distributed databases

and data centers, where nodes are deployed in multiple distant geographical

regions in which each node serves the nearby users.

3. Data Security and Integrity : Replicated data can serve as a backup,

proving invaluable if the primary data source becomes corrupted or is inad-

vertently lost [115].

4. Scalability : Facilitate the system's growth by adding new nodes without

causing disruptions or overburdening existing nodes [116].

2.9.1 Data Replication

Data replication refers to the process of storing copies of data on multiple nodes

to ensure data availability, redundancy, and fault tolerance [117]. In distributed
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systems, this helps in reducing data access latency and increasing data availability.

Moreover, data replication serves as a bene�cial method to decrease network usage

and overall access duration [114]. While data replication presents bene�ts, it also

comes with signi�cant storage costs, especially in edge clusters with restricted

resources.

2.9.1.1 Importance in Edge Computing

ˆ Reduced Latency : Edge computing aims to bring computation and data

storage closer to the location where it is needed, to improve response times

and save bandwidth. Replicating data across edge nodes can ensure that

data is readily available where and when it's needed.

ˆ Availability : Edge environments can be prone to failures. Data replication

ensures that even if one edge node fails, the data is available on another

node.

ˆ Load Balancing : Replication can distribute the data access load across

multiple nodes.

2.9.1.2 Challenges

ˆ Consistency : Maintaining data consistency across replicas can be challeng-

ing [118].

ˆ Resource Constraints : E�cient replication strategies are needed due to

limited resources.

ˆ Dynamic Environment : The edge environment is highly dynamic [119].

ˆ Bandwidth Limitations : Replication should not overwhelm the available

bandwidth [120].
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Wang et al. [121] investigate real-time and fault-tolerant eEC for IoT appli-

cations, tackling challenges in data replication arising from storage limitations in

embedded devices. They introduce the Adaptive Real-Time Reliable Edge Com-

puting (ARREC) architecture, which adapts data replication based on loss and

latency requirements, e�ciently delaying or skipping unnecessary replication.

2.9.2 Service Replication

Service replication involves creating and maintaining multiple instances of a ser-

vice across di�erent nodes in a distributed system [122]. These service instances

can operate in tandem to serve user requests, ensuring that the system remains

operational even if certain instances or nodes fail.

2.9.2.1 Bene�ts of Service Replication

ˆ High Availability: Multiple instances mean that if one service instance

fails, others can take over, ensuring uninterrupted service to end-users [123].

ˆ Scalability: As user requests increase, more service instances can be spawned

across nodes to handle the increased load [116].

ˆ Load Balancing: Distributing user requests across various service instances

can prevent overloading a single instance [124].

ˆ Reduced Latency: By replicating services closer to the users (geographi-

cally or in a network topology), latency can be minimized.

2.9.2.2 Service Replication in Edge Computing

Given the decentralized nature of edge computing, service replication becomes

even more vital. Edge devices often operate in environments with intermittent
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connectivity or varied resource capabilities. Replicating services on edge devices

ensures:

ˆ Operational Resilience: Even if certain edge devices fail or lose connec-

tivity, replicated services on other devices ensure continuity [125].

ˆ Localized Processing: For applications needing real-time responses, repli-

cating services on edge devices minimizes the need to send data back and

forth to central servers, reducing latency [126].

ˆ Resource Management: Edge devices might have constraints in terms of

processing power or storage. Service replication strategies need to consider

these constraints to ensure e�ective operation.

2.9.3 Task Replication

Table 2.3: Comparison of Service Replication and Task Replication

Aspect Service Replication Task Replication
Focus Replicates entire services or

applications.
Replicates individual tasks
or processes.

Granularity Operates at a high level, du-
plicating entire services or
software components.

Operates at a �ne-grained
level, duplicating speci�c
tasks or computations.

Use Cases Ensures high availability and
fault tolerance for overall
system reliability. Com-
monly used for web services,
databases, and critical com-
ponents.

Enhances fault tolerance
and performance for speci�c
computational tasks. Com-
monly used in parallel and
distributed computing.

Failover In case of service failure,
client requests are rerouted
to an available replica of the
service, often involving load
balancing.

In case of task failure, the
same task is re-executed on
another node that hosts a
replica of the task.

Task replication, distinct from service replication, duplicates individual tasks

rather than entire services in a distributed system. Processes can be divided into
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smaller tasks running in parallel on separate threads or machines, as shown in

Table 2.3.

Amer et al. [127] propose a task replication scheme aiming to maximize repli-

cas for each task, enhancing the chances of success in dynamic computing envi-

ronments. However, the scheme results in high recruitment costs and increased

resource waste.

Amer et al. [128] propose a task replication scheme minimizing the CPU gap be-

tween tasks and target workers. Controlled by a threshold parameter, this scheme

fails to account for recruitment cost or worker reputation, with the parameter ran-

domly speci�ed. Existing schemes assume worker knowledge, overlooking privacy

concerns and discouraging resource contribution.

Zhu et al. [129] propose a real-time dynamic task allocation framework that

integrates replica management to improve overall system responsiveness. Their

approach employs fuzzy membership functions to capture data popularity and

node load, combined with an LSTM-based predictive model to determine the op-

timal timing for both task assignment and replica creation. A joint optimization

algorithm based on evolutionary gradient search and GA variants is then used to

determine how tasks and their replicas are distributed across edge nodes. Although

this strategy signi�cantly improves response time, network utilization, and load

balancing, its performance is tightly coupled with the accuracy of the underlying

predictive models, making it sensitive to highly dynamic environments.

Yang et al. [130] introduce a reliability-aware task allocation scheme speci�-

cally designed for mobile edge computing in vehicular networks. Their method

leverages real-world delay measurements and edge server status to inform replica-

tion decisions that minimize task completion delay while satisfying strict reliability

requirements. While this approach achieves notable reductions in latency and min-

imizes unnecessary replication redundancy, its focus on vehicular scenarios limits
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its direct applicability to more heterogeneous edge environments with varying task

characteristics and 
uctuating network conditions.

Huang et al. [131] tackle the challenge of ensuring high-reliability services in

NOMA-enabled vehicular edge computing by jointly optimizing task allocation

and power allocation, with task replication employed to further enhance reliability.

They formulate a constrained stochastic optimization problem under �nite block

length communication constraints and utilize a Lyapunov optimization framework

to decouple the joint problem. The resulting two-stage algorithm dynamically

adjusts power and task assignment decisions to maximize transmission reliability

under strict delay constraints. However, the approach's reliance on accurate chan-

nel state estimations and its computational complexity may limit scalability in

large-scale, high-mobility vehicular networks.

A task allocation scheme has been proposed in [132] that integrates replication

with resource allocation for reliability-sensitive services in 5G mMTC networks.

Their model jointly considers task assignment, wireless resource block allocation,

and edge server queue management within a �nite block length framework. By

leveraging both Lyapunov optimization and mean-�eld game theory, their approach

minimizes overall operational cost while ensuring that delay and reliability con-

straints are met. Nevertheless, the framework relies on an iterative approach to

determine the number of replicas, which introduces computational overhead and

may not scale e�ciently for a large number of IoT devices.

Zhang et al. [133] explore a mobility-aware service provisioning framework that

combines digital twin (DT) replica placements with task allocation strategies in

edge computing. Their work formulates both static and dynamic DT replica place-

ment problems to address challenges arising from the mobility of users and objects.

For small- to medium-scale scenarios, an ILP formulation is provided, whereas for

larger deployments, randomized or online algorithms are proposed. Although the
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DT replica strategy e�ectively reduces migration delays and improves service con-

tinuity, it does not factor in tasks priorities or budget constraints.

Despite these signi�cant contributions, several gaps remain. Many existing ap-

proaches either rely on �xed or prediction-dependent replication strategies, assume

static system conditions, or focus on isolated aspects such as power allocation or

mobility management. In contrast, our research uniquely integrates adaptive task

allocation with dynamic task replication while incorporating worker reputation and

task priority into the decision-making process. By inferring critical performance

parameters without requiring direct disclosure of sensitive worker data, our ap-

proach o�ers a robust, privacy-preserving solution that dynamically adjusts both

task allocation and replication levels to meet the urgency and reliability require-

ments of each task in unpredictable edge networks.

2.10 Critical Edge Environments

A critical edge environment is a speci�c context in which the deployment of EC

technology is crucial. EC refers to the practice of processing data closer to the

data source, i.e., at the "edge" of the network, rather than in a centralized data

center or the cloud. This approach is particularly important in situations where

low latency and fast response times are of utmost importance. Here are some key

factors of critical edge computing environments:

1. Low Latency Requirements : It refers to minimizing the delay between

input and output. Applications that require swift data processing demand

instant responses to prevent life-threatening consequences.

2. Distributed Processing : Critical edge computing relies on strategic place-

ment of computing resources near data sources. In scenarios such as remote

surgery, servers and storage are positioned close to the operating room for
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e�cient distributed processing.

3. Redundancy and Reliability : Ensuring system reliability in life-critical

applications involves implementing redundancy. Backup systems are crucial

to handle disruptions or failures in the network or computing infrastructure.

4. Security and Privacy : Paramount in critical edge environments, data se-

curity and privacy demand robust measures. Applications require strong en-

cryption, authentication, and access control to safeguard medical data and

system integrity.

5. IoT and Sensor Integration : IoT devices and sensors are the primary

devices in collecting data at the edge. In critical environments, these de-

vices monitor and transmit information from the physical world to the edge

computing infrastructure.

6. Customized Hardware and Software : Many critical edge environments

develop specialized solutions to meet speci�c application needs. This could

involve tailored hardware accelerators, real-time operating systems, and ded-

icated software algorithms.

7. Network Connectivity : High-speed, low latency network connections are

vital for critical edge environments. This may include 5G or dedicated �ber

connections to ensure swift and reliable data transmission.

In summary, a critical edge computing environment is characterized by its

emphasis on ultra-low latency, distributed processing, redundancy, security, and

real-time analytics. It is a vital component of applications where fast, real-time

responses are mission-critical.
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2.10.1 Reliability Factors

Addressing key elements contributing to the dependability, consistency, and trust-

worthiness of systems, processes, or products is crucial. Reliability, a critical at-

tribute across various domains, requires understanding and managing factors such

as quality, durability, consistency, and the ability to overcome challenges for con-

sistent performance.

2.10.1.1 Mobility

In EC environments, mobility is crucial. For scenarios involving autonomous vehi-

cles or drones, ensuring reliability involves seamless handovers between edge nodes,

e�cient load balancing, network hando� protocols, and continuous data synchro-

nization across mobile nodes.

2.10.1.2 Latency

Low latency communication is essential for real-time applications such as remote

surgery. Minimizing latency is achieved by processing data as close to the source

as possible, utilizing edge servers, and optimizing network infrastructure.

2.10.1.3 Bandwidth

In critical edge computing, available bandwidth signi�cantly impacts reliability.

Applications such as video streaming in remote surgery require su�cient band-

width to transmit data without interruptions. QoS mechanisms and data com-

pression ensure priority and reliable transmission, even in bandwidth-constrained

scenarios.
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2.10.1.4 Trust in EC Devices

Device-based edge computing encounters challenges with user-owned devices, im-

pacting reliability due to dynamic user access behavior. Fluctuations in device

availability occur when devices are being used for other purposes. Resource al-

location schemes must address intermittent availability and unreliability, crucial

in critical applications where task completion is essential. Additionally, the prox-

imity of EC devices introduces challenges, including potentially malicious devices,

operation in disaster zones, and the need to estimate and manage hardware errors.

Task allocation and replication under uncertainty requires signi�cant considera-

tion in MEC, especially given the recent approaches in opportunistically recruiting

Mist and Fog devices for time-sensitive services. Furthermore, uncertainty a�ects

decision-making by introducing hindering factors to the computing environment ,

such as performance degradation, battery drainage, and service failure.

Xu et al. [134] proposed a software-de�ned network-based (SDN) Edge comput-

ing framework and a dynamic resource provisioning (UARP) method to address

the uncertainty. The uncertainty was addressed through the advantages of a Soft-

ware De�ned Network (SDN) with good results. In addition, a non-dominated

sorting GA was employed to optimize the energy consumption and the completion

time. However, the work did not address the replication problem.

Chang et al. [135] investigated the continuous application o�oading decision in

Edge computing. In their system model, it is uncertain how users operate contin-

uous applications and how long these applications would last before completion.

The uploading and downloading data size for o�oading computation of each user

operation, the number of user operations, and the number of CPU cycles required

to execute the computation of each operation are unknown. The problem was for-

mulated as an energy consumption constrained average response time minimization
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problem among multiple users under uncertainty. A Response Time-improved Of-


oading algorithm with Energy Constraint (RTIOEC) was proposed to make the

o�oading decision.

Ghoorchian and Maghsudi [136] investigate the computation o�oading prob-

lem in a dynamic network under uncertainty. A smart device chooses a server

under uncertainty to enhance the decision-making based on historical time and

energy consumption. The problem was modeled and solved using a budgeted non-

stationary Multi-armed Bandit (MAB) formulation.

Amer and Sorour [137] proposed a scheme for XEDs recruitment based on

recruitment costs. The workers are recruited subject to constraints on commu-

nication and computation delays, task's CPU requirements, and the amount of

task's data. A task is divided into several subtasks, where each subtask is to be

executed by a worker. The problem was formulated as Mixed Integer Quadratically

Constrained Quadratic Program (MIQCQP).

However, these approaches assume that each worker would ful�ll its assigned

task. Realistically, workers may fail to do so due to intermittent or permanent

failures. Such failures include depleted energy reservoirs, run-time errors on the

nodes, errors stemming from multi-tenancy (when serving multiple applications),

operating system-induced pre-emptions, and permanent failures such as outright

component malfunction.

2.10.2 Critical Applications

Critical applications are vital systems utilized by various domains, prioritizing

performance, availability, and reliability. They have the potential to impact safety,

security, and have signi�cant economic consequences. This section provides a brief

overview of domains employing critical applications.
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1. Healthcare : includes electronic health record (EHR) systems, medical imag-

ing software, and telemedicine platforms [138,139].

2. Emergency Services : Police, �re, and medical services rely on critical

applications for communication, dispatch, and situational awareness during

emergencies.

3. Telecommunications : Telecommunications companies use critical appli-

cations to manage networks, ensuring connectivity and communication ser-

vices [140].

4. Transportation and Logistics : Logistics and transportation companies

employ critical applications for route optimization, tracking, and scheduling

[141].

5. Financial Services : Relies on critical applications for real-time transaction

processing, risk management, and regulatory compliance. These systems

support the global economy and require robust security to prevent fraud and

�nancial crimes [142].

6. Energy and Utilities : Depends on applications for monitoring and con-

trolling the distribution of electricity, gas, and water. These systems are

crucial for the management of resources and ensuring uninterrupted supply

to consumers and industries [143].

7. National Defense and Intelligence : Uses critical applications for surveil-

lance, intelligence gathering, and command and control operations. The

availability and security of these applications have direct implications for

national security [144].

8. Manufacturing and Industrial Automation : Employs applications for
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controlling production processes, maintaining quality, and optimizing supply

chains. The reliability of these systems is critical for meeting production

targets and maintaining workplace safety [145].

Critical applications, vital for human safety and essential services, demand

the utmost reliability and performance. This necessitates specialized hardware,

real-time processing, redundancy, and stringent security measures. Task drops are

intolerable in critical applications, making worker trustworthiness paramount in

terms of CPU utilization, battery level, energy consumption, and intentions.

2.11 Summary

Edge computing is crucial for various applications, as widely recognized by the

literature. By processing data closer to its source, it dramatically reduces latency

and enhances responsiveness, making it indispensable for domains such as IoT,

healthcare, and autonomous systems.

Our model distinguishes itself from existing methods by capturing ultra-reliable,

low-latency requirements in inherently unreliable edge devices, such as XEDs. Un-

like conventional approaches that depend on explicit device information (e.g., CPU,

memory, or battery metrics), our black-box strategy allows the framework to oper-

ate robustly despite the heterogeneity and unpredictability of edge environments.

Moreover, our approach leverages the computational capabilities of edge de-

vices to continuously estimate and measure the operational conditions of the edge

environment over the near horizon. This proactive assessment enables dynamic

adjustments in task o�oading and resource allocation, ensuring minimal latency

even under 
uctuating conditions. Additionally, we increase the reliability of the

devices by employing wise replication decisions that strategically duplicate tasks

and services. This replication strategy mitigates potential failures, ensuring higher
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system availability and optimized performance.

In the next chapter, we will dismantle our proposed framework in detail,

examining its architectural design, underlying algorithms, and implementation

strategies. Through comprehensive evaluations and comparative analyses, we will

demonstrate how our approach outperforms existing models in meeting the dual

challenges of ultra-low latency and high reliability in unpredictable critical EC

environments.
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Chapter 3

Reliable Resource Provisioning for URLLC

Services in eXtreme Edge Environments

The relentless evolution in immersive and real-time digital experiences, from in-

tricate telemedicine requiring absolute dependability to high-�delity interactive

media demanding seamless Quality of Experience (QoE), imposes unprecedented

URLLC demands that fundamentally challenge conventional computation paradigms.

Centralized CC, despite its vast resources, struggles with inherent latency and po-

tential network bottlenecks, posing risks for critical services. EC, particularly

through the opportunistic harnessing of proximate XEDs, o�ers a vital alternative

by drastically reducing communication delay.

However, the proximity of XEC presents a number of critical challenges. As

established in this dissertation's motivation, XED environments are inherently

failure-prone and uncertain. User-owned devices exhibit dynamic availability, un-

predictable performance stemming from local usage or task-switching, intermittent

connectivity, resource constraints (battery, CPU), and operate across a spectrum

of observational transparency, from partially known states to completely opaque

and untrustworthy conditions. For critical URLLC services, such inherent unre-

liability and uncertainty are major impediments. Vulnerability to disruption is
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untenable; failure is not merely an inconvenience but a critical breakdown. Un-

locking the transformative potential of XEC therefore necessitates a paradigm shift

towards proactive, and deeply resilient resource provisioning frameworks capable

of balancing these complexities.

To e�ectively address this spectrum of observability within XEC, this disserta-

tion categorizes these environments into two primary operational contexts. Trans-

parent environments are characterized by conditions where the framework has ac-

cess to reasonably accurate information regarding the state and capabilities of par-

ticipating XEDs. This greater visibility allows for resource management strategies

that can directly leverage such known characteristics. In contrast, non-transparent

environments describe scenarios where veri�able information about XEDs is lim-

ited, obscured, or unreliable. Operating e�ectively in these settings requires the

framework to adapt its approach to function with incomplete knowledge. The dis-

tinction between these transparent and non-transparent conditions fundamentally

in
uences the design and operational logic of the proposed framework.

Addressing this critical and multifaceted need is the primary objective of the

framework components presented in the remainder of this dissertation. Isolated

optimization strategies, focusing narrowly on latency, cost minimization, speci�c

reliability techniques, or assuming stable conditions, prove insu�cient for the di-

verse and stringent demands of URLLC services, especially in failure-prone XEC

settings. A holistic, integrated, and adaptive approach is essential. Thus, this

chapter introduces ane�cient adaptive framework designed speci�cally for

reliable and high-performance resource provisioning for URLLC services operat-

ing within these challenging extreme edge environments. This framework serves

as the central contribution, providing a structured methodology to intelligently

orchestrate task execution across diverse, unreliable EC resources.

The framework presented herein is designed to transcend the limitations of
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conventional edge deployments that often lack formal SLAs. It is designed to

make context-aware decisions that signi�cantly improve the likelihood of meeting

stringent QoS requirements, fundamentally encompassing the pillars of URLLC,

thereby functionally enabling the ful�llment of implicit performance contracts in

environments where explicit SLAs are infeasible.

The remainder of this chapter details the architecture, components, and op-

erational work
ows of the proposed framework. We will elaborate on how these

integrated capabilities function synergistically to provide robust, reliable, e�cient,

and responsive resource provisioning, fundamentally paving the way for the success-

ful deployment of URLLC services at the extreme edge by addressing performance

expectations akin to formalized service agreements.

The stringent demands of URLLC are directly translated into the quantitative

parameters of the proposed models. The 'Ultra-Reliable' component is addressed

through a combination of mechanisms, such as enforcing target system reliability

thresholds and employing reputation-based worker selection strategies to minimize

task drop rates. The 'Low-Latency' requirement is captured by a critical task

deadline constraint, which serves as a hard performance bound in the presented

provisioning models. While explicit SLAs are not feasible in these volatile envi-

ronments, the framework provides the mechanisms to functionally ful�ll implicit

performance contracts based on these URLLC-derived parameters.

3.1 Research Questions

This dissertation addresses fundamental questions concerning the reliable and ef-

�cient provisioning of URLLC services within uncertain and failure-prone XEC

environments. Speci�cally, it addresses the following interconnected research ques-

tions:
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RQ-1 How can cost-e�ectiveness, reliability, and resource e�ciency be jointly op-

timized for resource provisioning in transparent XEC environments?

RQ-2 What mechanisms can ensure dependable service delivery in XEC considering

the inherent unreliability of individual user devices?

RQ-3 How can tasks be e�ectively allocated and replicated in non-transparent

XEC environments while preserving user privacy and adhering to budget

constraints?

RQ-4 What approaches improve resource allocation e�cacy in non-transparent

XEC when worker capabilities are not directly observable and task require-

ments vary?

RQ-5 How should task replication strategies in XEC balance fault tolerance re-

quirements with resource expenditure limits?

RQ-6 How can XEC ensure both low latency and high QoE for demanding appli-

cations operating under constrained or variable network conditions?

The subsequent sections detail our proposed framework, named ROD-X: Re-

liable Orchestration for Dynamic eXtreme Edge, that we adopt to answer the

research questions.
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Figure 3.1: ROD-X Framework

3.2 Framework

ROD-X comprises a number of modules, each serving as a component that con-

tributes to its overall structure. A fundamental aspect of edge orchestration is

clarifying the mechanism by which workers execute assigned tasks. To address the

heterogeneity of XEC environments, this work assumes a container-based execu-

tion model. When a task is o�oaded, the worker receives not only the speci�c data

slice to be processed but also a lightweight, pre-con�gured container image (e.g.,
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a Docker container). This container encapsulates all necessary application code,

libraries, and dependencies required to run the task. This approach ensures a con-

sistent and predictable execution environment regardless of the worker's underlying

operating system or hardware, which is a critical enabler for reliably harnessing a

diverse pool of user-owned devices. These modules interact with each other and

complement one another to accomplish our research objectives related to enabling

URLLC services in challenging XEC environments. The proposed framework's

structure and interactions are conceptually illustrated in Figure 3.1.

ROD-X is fundamentally designed around two main parts, each addressing a

critical dimension required for URLLC in dynamic XEC settings:

3.2.1 Ultra-reliable Task Assignment and Replication

This core part of the ROD-X framework is dedicated to ensuring the successful

completion of tasks despite the inherent unreliability and uncertainty of the indi-

vidual XEDs. It focuses on the context-aware selection, assignment, and replication

of tasks to available workers. Recognizing that the level of information about XED

capabilities and states can vary signi�cantly, this part of the framework develops

strategies applicable to di�erent environmental contexts:

1. Transparent Edge Environments: In scenarios where the framework can as-

certain, with reasonable accuracy, the key characteristics and operational

state of participating XEDs, resource provisioning focuses on optimizing

based on known parameters. This involves strategies for e�cient task as-

signment, resource allocation, and adaptive replication leveraging available

information such as computational capabilities, energy constraints, and com-

munication aspects (addressed in Chapter 4). This aligns with research ques-

tion RQ-1 and parts of research questionRQ-5 .
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2. Non-Transparent Edge Environments: In more challenging settings where

veri�able capability information is lacking, and workers may be untrustwor-

thy, the framework pivots to adapt its strategies. This necessitates the use

of indirect methods, such as dynamic reputation systems built on observed

task outcomes and inference techniques to estimate latent worker attributes.

The goal is to enable e�ective, privacy-preserving, and budget-constrained

task allocation and replication even under high uncertainty (addressed in

Chapter 5). This directly relates to research questionsRQ-2 , RQ-3 , RQ-4 ,

and parts of research questionRQ-5 .

This part of the framework is concerned with recruiting the best edge worker

candidates available within the area, considering factors that contribute to their

reliability, whether explicitly known or inferred. It aims to implement approaches

to recruit workers and replicate running tasks according to the nature of the edge

environment (deterministic vs. probabilistic approaches) and increase the fault

tolerance by increasing the number of replicas, while also determining the optimal

number of replicas mathematically under di�erent network conditions.

3.2.2 Management of Low-latency and Ultra-Reliable Requirements in

Dynamic Edge Environments

The second critical part of the ROD-X framework focuses speci�cally on achieving

and maintaining both the stringent ultra-low latency and ultra-reliable require-

ments of URLLC services, particularly for time-sensitive and interactive applica-

tions such as critical video streaming. This addresses the challenges of minimizing

end-to-end delay while simultaneously ensuring high dependability in edge envi-

ronments that may have limited resources and 
uctuating conditions due to the

inherent uncertainty of the extreme edge.
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This involves developing techniques to optimize service delivery under tight de-

lay constraints and ensure robustness against uncertainty. It explores methods to

alleviate the data processing, computation, and communication burdens on edge

nodes. This may include leveraging computational resources available directly

at the XEC layer and potentially employing advanced techniques, such as those

utilizing AI, semantic communication, or stochastic modeling techniques such as

queuing theory. By analyzing system dynamics through queuing theory, the frame-

work can gain insights into performance characteristics and potential bottlenecks,

contributing to both latency management and reliability assessment under variable

loads and conditions. The aim is to ensure resilient, high-quality service delivery

with minimal delay and high probability of success, even under constrained and

dynamic communication and computational conditions (addressed in Chapter 6).

This directly relates to research questionRQ-6 .

By integrating these two main parts, Ultra-reliable Task Assignment and Repli-

cation and Management of Low-latency and Ultra-Reliable Requirements, the

ROD-X framework provides a holistic and adaptive approach to resource provi-

sioning, enabling the successful deployment of demanding URLLC services in the

unpredictable landscape of extreme edge computing.

3.3 Summary

This chapter introduces ROD-X: Reliable Orchestration for Dynamic eXtreme

Edge, an e�cient adaptive framework designed to address the critical need for reli-

able and high-performance resource provisioning for URLLC services in inherently

uncertain and failure-prone XEC environments. The escalating demands of ap-

plications, such as telemedicine, autonomous systems, and high-�delity streaming

necessitate computational paradigms that overcome the latency and bottlenecks of

traditional cloud computing by leveraging resources closer to end-users, speci�cally
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at the extreme edge. However, the dynamic nature of user-owned XEDs, character-

ized by dynamic availability, unpredictable performance, intermittent connectivity,

and resource constraints, poses signi�cant challenges to guaranteeing the stringent

QoS requirements of URLLC, where failure is unacceptable.

ROD-X serves as the central contribution of this dissertation, providing a struc-

tured and e�cient methodology to orchestrate task execution across diverse and

unreliable edge resources. The framework is built upon core architectural principles

and operational logic designed to make context-aware decisions that ensure ultra-

reliability and ultra-low latency while maximizing fault tolerance and e�ciency.

Its key capabilities include cost-aware resource recruitment, sophisticated adaptive

replication strategies, operation across both transparent and non-transparent edge

settings utilizing reputation assessment and capability inference, priority-aware

mechanisms for critical tasks, emphasis on privacy-preservation through inference

and behavior-based assessments, and a focus on resource e�ciency. Furthermore,

ROD-X speci�cally addresses demanding low-latency and high-QoE requirements

for applications such as real-time video streaming through distributed XED compu-

tation and adaptive resource management, potentially employing stochastic mod-

eling techniques.

The framework is fundamentally structured into two main parts to systemati-

cally tackle the challenges of URLLC in dynamic XEC. The �rst part, Ultra-reliable

Task Assignment and Replication, focuses on ensuring task dependability by de-

veloping robust strategies for task assignment and replication. It di�erentiates

between transparent edge environments with observable worker capabilities (Chap-

ter 4) and non-transparent environments requiring inference and reputation-based

strategies (Chapter 5), aligning with research questionsRQ-1 , RQ-2 , RQ-3 , RQ-

4, and RQ-5 . The second part, Management of Low-latency and Ultra-Reliable
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Requirements, is dedicated to achieving and maintaining stringent ultra-low la-

tency performance for delay-sensitive applications by optimizing service delivery in

resource-constrained and uncertain edge settings (Chapter 6), while also contribut-

ing to ultra-reliability by managing the impact of uncertainty through techniques

such as queuing analysis. This directly addresses research questionRQ-6 .

By integrating these two critical dimensions, the ROD-X framework provides

a holistic and adaptive approach to resource provisioning, enabling the successful

deployment of demanding URLLC services in the unpredictable landscape of ex-

treme edge computing and addressing the fundamental research questions posed

in this chapter.
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Managing Dynamics: Reliable Task Provisioning

with Known Edge Capabilities

Figure 4.1: ROD-X Framework - Fully Transparent Module
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