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ABSTRACT

Reliable Multicast, which provides lossless delivery of a data stream from one sender to a
group of receivers, has been intensively studied by the wired network research
community in recent years. A number of reliable multicast protocols have been proposed
and developed for the wired network environment. Wireless ad hoc networks, a class of
wireless networks with no centralized entities, exhibit intrinsic characteristics that hinder
wired reliable multicast protocols from being directly applicable. Nevertheless, there is
an apparent demand for reliable multicast protocols that is amenable to wireless domains.
More specifically, it is becoming increasingly important to determine how effectively

such a protocol can improve communication reliability in wireless ad hoc networks.

In this thesis, we study the application of four known classes of wired reliable multicast
protocols on ad hoc networks. These classes are: Sender-initiated, Receiver-initiated,
Tree-based and Ring-based. Using several simulation scenarios, we observe the behavior
of three representative protocols, namely SRM, TMTP, and RMP, in reacting to various
testing stimuli in wireless ad hoc networks, and compare their performances. We
demonstrate that wired reliable multicast protocols may not always be adequate for
wireless ad hoc networks. Based on observations, we make recommendations on how the
performance of such protocols can be improved to be amenable to the wireless ad hoc

network environment.
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1. Introduction

1 INTRODUCTION

Multicast is defined as a one-to-many, or many-to-many type of communication. That is,
the transmission of the same information from one or multiple senders to several
destinations [1]. Multicast provides an efficient way of disseminating data from a sender
to a group of receivers. A sender’s data stream is transmitted only once on links shared
along the paths to a set of destinations [1]. Without multicasting, a source would have to
send a separate copy of the same data to each individual receiver, and valuable bandwidth
would be unnecessarily wasted. Examples of applications making extensive use of
multicast include software distribution and video conferencing. Different multicasting
applications have different requirements. For example, video conferencing can tolerate
minor video data loss but cannot tolerate the delay of voice data associated with
retransmissions. On the other hand, data dissemination applications, such as file
distribution can afford large end-to-end delay, yet cannot sacrifice data loss, i.e., it
considers reliable delivery to all receivers as the main requirement [2]. Reliable multicast

provides a lossless multicast service that data dissemination applications require.



1. Introduction

A Mobile Ad Hoc Network (MANET) is a communication network that is formed by a

group of autonomous mobile nodes [3]. A mobile node can be any computing or
communication device with a wireless interface, such as a laptop computer with a
wireless LAN card, a mobile phone, or a Personal Data Assistant (PDA) handheld with
infrared interface. These mobile nodes connect freely and dynamically together into
arbitrary and temporary topologies via wireless links, allows people and devices to
communicate with each other without using a physical network infrastructure [4]. The
term network infrastructure refers to the facility of which the sole purpose is to carry the
data generated by each mobile node to the respective destination nodes [5]. In an ad hoc
network such as the one shown in Figure 1-1, each of the mobile nodes operates in a
distributed peer-to-peer mode and there is no central administration. Due to the limited
transmission range of wireless network interfaces, routes are often constructed in “multi-

hops” [6], i.e. a source-to-destination path could pass through several intermediate nodes.

Laptop ...
Computer 7

Laptop

... Computer

PDA

Figure 1-1 An example of mobile ad hoc networks



1. Introduction
Due to its ease of deployment, a mobile ad hoc network is an attractive choice for

scenarios where rapid deployment and dynamic reconfiguration are necessary and a
wired network is non-existent or unavailable. Some examples of where ad hoc networks
are deployed are military battlefields, emergency search and rescue sites after a hurricane
or earthquake, and conference room where participants share information dynamically
using their mobile devices. These applications lend themselves well to multicast
operation since most of them require close collaboration of teams for audio and video
message change. Multicasting is a very useful and efficient means of supporting such
group-oriented applications. This is especially the case in ad hoc networks where
bandwidth is scarce and mobile nodes have limited power. Moreover, applications in
critical situations such as disaster recovery or battlefield scenarios require reliable

multicast operation that provides errorless and timely data delivery services.

Reliable Multicast can guarantee reliable data multicast in ad hoc networks. However,
providing reliable multicast service faces several key challenges in ad hoc networks. The
network topology can change randomly and rapidly, at unpredictable times [3]. Wireless
links generally have limited bandwidth [4]; congestion is typically the norm rather than
the exception. Moreover, the majority of nodes rely on short-living batteries [3].
Therefore, we need an efficient algorithm that reduces the amount of control and
retransmission traffic while multicasting is maintained reliable. Many applications in ad
hoc networks are life-critical. Hence, the protocols should also minimize end-to-end

delay in addition to reliable delivery to meet application requirements.



1. Introduction
In recent years, reliable multicast protocols have been intensively studied by the wired

network research community. A number of reliable multicast protocols have been
proposed and developed for the wired network environment. Due to the nature and
intrinsic characteristics of wireless ad hoc networks, the reliable multicast protocols for
wired networks may not be able to be applied in ad hoc networks. The issues of which
reliable multicast protocols are more amenable to wireless domain and how effectively
they can improve communication reliability over wireless ad hoc networks are, therefore,
becoming increasingly important to be overcome. We opt to take an approach of
extending and enhancing the existing protocols to cover ad hoc networks instead of
creating new protocols that are only tailored for ad hoc networks. This is to take
advantage of the wide acceptance and stability of the current protocols. More
importantly, we can eventually obtain a unified solution that works equally well in wired
networks and wireless ad hoc networks, to achieve seamless integration of both
networking platforms. We argue that the design choices underlying wired reliable
multicast protocols are not adequate for ad hoc networks. Protocols for ad hoc networks
must handle node mobility. In addition, ad hoc networks are extremely sensitive to
network load and congestion. Generating additional control message overhead without
performing adequate congestion control will considerably degrade the performance.
While we acknowledge that wired protocols were not designed for ad hoc networks,
studying their behavior in various scenarios will definitely yield insights that will be

useful in designing new protocols for ad hoc networks.
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This thesis presents an overview of well known classes of reliable multicast protocols

proposed for wired networks, and evaluates the performance of three representative

protocols over wireless ad hoc networks using the network simulator NS-2 ([7]).

The remainder of this thesis is organized as follows. Chapter 2 presents an overview of
mobile ad hoc networks and four known classes of reliable multicast protocols proposed
for wired network, namely, Sender-initiated, Receiver-initiated, Tree-based, and Ring-
based. Chapter 3 describes three representative reliable multicast protocols for wired
network: Scalable Reliable Multicast protocol (SRM) [8], Tree-based Multicast Transport
protocol (TMTP) [9], and Reliable Multicast protocol (RMP) [10]. In chapter 4 we
develop a comprehensive simulation model and utilize it to observe the behavior of the
three reliable multicast protocols under various simulation scenarios. We report on the
strengths and weaknesses of each protocol and propose modifications to the protocols in
order to achieve better performance over wireless ad hoc networks. Finally chapter 5

presents conclusions and future work.



2. Related Work

2 RELATED WORK

In this chapter, we first present the characteristics of mobile ad hoc networks, in addition
to describing unicast and multicast routing protocols of mobile ad hoc networks that were
used in our simulation. We then review four classes of reliable multicast protocols for
wired networks, and briefly discuss their strengths and weaknesses. We present two

proposed reliable multicast protocols for ad hoc networks at 2.4.

2.1 Mobile Ad Hoc Networks

The concept, definition and utility of mobile ad hoc networks have been investigated for
more than two decades. Initially, ad hoc networks were primarily aimed at tactical,
military networks. In recent years, there is a growing interest in exploring the possibility
of applying ad hoc networks for civilian purposes. In this section, we discuss the
characteristics of ad hoc networks. We also discuss the unicast and multicast routing

protocols that we chose to use in our simulation.
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2.1.1 Characteristics of Mobile Ad Hoc Networks
Ad hoc networks have many distinguished characteristics that lend themselves to

applications like home networks, sensor networks and emergency responses network

[11]. In the following, we list the key characteristics of ad hoc network [3, 4, 6]:

(1) Mobility - Most or all nodes in ad hoc network are wireless, mobile devices. They
can freely join and leave a network, and they can arbitrarily move during

communication. Mobility brings convenience.

(2) No fixed network infrastructure - Ad hoc networks were initiated as a mean of
communicating in battlefield where network infrastructures are not always available
or infrastructure can be easily interfered or destroyed by an enemy. One important
goal of ad hoc network is not to rely on any form of infrastructure for support in
routing, network management and transmission. All nodes are equipped with packet
forwarding capabilities, i.e. each mobile node acts not only as a host but also as a
router [6]. Each node in ad hoc networks can communicate with its peers directly in
single hop or via its peers' relays, i.e. in multi-hop, without using an existing
infrastructure.  Naturally, this fact significantly reduces the cost of deploying
infrastructure and the cost of maintaining and administrating network. Also, without
the physical location limitation of infrastructure, ad hoc networks can be wherever the

mobile nodes are. They can also assemble and disassemble as demand requires.

(3) Dynamic network topology - The cost of mobility is network topology changing
frequently and unpredictably. There are many reasons causing network topology to

be changed. For instance, each node in ad hoc network can arbitrarily decide to join
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in and leave the network. Also it is disconnected from the network when a node

accidentally moves out of wireless transmission range, or runs out of power, or gets

unexpected transmission inferences, etc.

(4) Bandwidth and energy constraints - Wireless links have limited bandwidth.
Moreover, since wireless links have lower capacity than hardwired links, traffic
congestion is typical rather than exceptional. Therefore, ad hoc networks’
applications must minimize various network overheads. Most nodes in an ad hoc
network are battery powered [11] in order to support mobility. Because battery life is
limited, protocols and applications need to be efficient, so that the limited battery life

can drive devices for longer period.

2.1.2 IEEE 802.11 MAC

In an ad hoc network, the medium is shared by all mobile nodes that are in the same radio
communication range, and the radio frequency bandwidth is limited. Therefore, Medium
Access Control (MAC) schemes are needed to coordinate access to the shared medium in

the network [12].

The IEEE 802.11 protocol [13], which defines the MAC and Physical Layer standards for
wireless connectivity for fixed, portable and moving stations within a local area, is the
most popular MAC for wireless LANs. It consists of Distributed Coordination Function
(DCF) and Point Coordination Function (PCF), where DCF is more commonly deployed
function. The DCEF is based on Carrier Sense Multiple Access with Collision Avoidance

(CSMA/CA) mechanism. A station that has information to transmit listens to the medium
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before transmitting. If the medium is busy, the station will defer its transmission. This

reduces collisions and enhances performance. Details of the IEEE 802.11 specifications

can be found in [13].

2.1.3 Dynamic Source Routing Protocol

Numerous protocols have been proposed to solve the multi-hop routing problem in ad
hoc networks. Several performance analysis [6, 14, 15] have shown that Dynamic Source
Routing protocol (DSR) [16] and Ad Hoc On-Demand Distance Vector protocol (AODV)
[17] are the most prominent unicast routing protocols to date. In this section, we briefly

describe DSR, which we use as the unicast routing protocol in our simulation.

DSR is an on-demand routing protocol where routes are only created when desired by the
source node. A key difference of DSR from other on-demand protocols is the use of
source routing, where a source of a packet determines the complete route from itself to
the destination, and includes the route in the packet header. All of the intermediate nodes
along the route simply forward the packet to the next hop indicated in this predetermined
route, also called source route. No routing decision is made at intermediate nodes. The
advantage of source routing is that intermediate nodes do not need to maintain up-to-date
routing information in order to route the packets they forward, since the packets
themselves already contain all the routing decisions. The obvious disadvantage is that

data packets must carry source routes.

DSR consists of two major operations: Route Discovery and Route Maintenance. Each

node maintains a cache of source routes it has learned so far, called route cache. When a
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node attempts to send a data packet to a destination, it first checks its route cache to

determine whether it already has a route to the destination. If an unexpired route to the
destination is found, the node uses this route to send the packet. Otherwise, the node
initiates a Route Discovery operation to discover a route. Route Discovery works by
broadcasting the network with ROUTE REQUEST packets. A route request contains the
address of the destination as well as a ROUTE RECORD that records the nodes that the
request has passed by. Each node receiving a route request checks whether it knows a
route to the destination, i.e. the desired route is contained in its route cache, or itself is the
destination. In both cases, the complete route from the initiator to the destination is
found. A ROUTE REPLY packet with the route included is generated and then
forwarded to the initiator. Otherwise, the node appends its own address to the route
record of the route request and re-broadcasts the route request to its neighbors. Because
of the broadcasiing, a node may receive multiple copies of the same route request. To
limit the number of route request propagated, each node maintains a list of the IDs of the
recently seen requests. A node only forwards the route request if the node has not yet
seen this route request and the node’s address does not already appear in the route record
of the packet. Therefore, the node can also detect that a route request has gone through a

cycle.

Figure 2-1 illustrates the formation of the route record as the route request packet

propagates through the network.
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Figure 2-1 Building of the route record during route discovery [18]

Figure 2-2 shows the route reply packet being sent by the destination. If the destination
generates the route reply packet, it places the route record from the route request packet
into the route reply packet. On the other hand, if an intermediate node generates the route
reply packet, then it appends its cached route to the route record of the route request
packet and puts that into the route reply packet. The route request builds up the path
traversed across the network. The route reply packet routes itself back to the source by
traversing this path backward. The route carried back by the route reply packet is cached

at the source for future use.

11
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Figure 2-2 Propagation of the route reply with the route record [18]

Route maintenance is invoked when a route is broken. Routes may become invalid due
to the node movement. To quickly adapt to this change, each node constantly monitors
the links it uses to forward packets. If a node in a route finds out that it cannot forward
packets to the next node in the route, it immediately sends a ROUTE ERROR packet to
the source of the route. Therefore, the source is able to quickly detect an invalid route
and stop using it any longer. The source removes any route using this link from its cache.

A new route discovery process must be initiated by the source if this route is still needed.

An advantage of DSR over some of the other on-demand protocols is that DSR does not
make use of periodic routing tables, thereby saving bandwidth and reducing power
consumption. Additionally, DSR allows nodes to keep multiple routes to a destination in
their cache. Hence, when a route is broken, the source can check its cache for another

valid route [14]. On the other hand, as the network becomes larger, control packets

12
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(route requests and route replies) and data packets also become larger, since they need to

carry the addresses of every node in the route. This can be a problem, since ad hoc

networks have limited available bandwidth.

2.1.4 On-Demand Multicast Routing Protocol

Various protocols have been proposed to perform multicast routing in wireless ad hoc

networks. They can be categorized to multicast tree-based and mesh-based.

Like traditional multicast routing protocols in wired networks (e.g., Distance Vector
Multicast Routing Protocol (DVMRP) [19]), in multicast tree-based routing protocols, a
shared multicast tree is established to provide connections among multicast group
members and to forward data. Ad hoc Multicast Routing (AMRoute) [20] is a multicast
tree-based routing protocol. As pointed out in [21, 22, 23], tree-based routing protocols
do not perform well in ad hoc networks because multicast tree are fragile and must be
readjusted as connectivity changes. If a single tree link breaks because of node

movement, packet collision, or congestion, destinations cannot receive packets.

To overcome these limitations, the On-Demand Multicast Routing Protocol (ODMRP)
[21] has been developed by the researchers from University of California in 2000.
ODMREP is a mesh-based, instead of a tree-based, multicast routing protocol that provides

richer connectivity among multicast members.
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The ODMRP protocol is mainly comprised of three parts, namely mesh creation, data

forwarding and mesh maintenance. In the following, we briefly introduce these three

parts.

Mesh Creation

In ODRMP, group membership and multicast routes are established and updated by the
source in an on demand fashion. Similar to on demand unicast routing protocols (e.g.
DSR), a request phase and a reply phase comprise the protocol. When a multicast source
has packets to send, it periodically broadcasts to the entire network a member advertising
packet, called JOIN QUERY. This periodic transmission refreshes the membership
information and updates the routes as follows. When a node receives a non-duplicate
JOIN QUERY, it stores the upstream node ID (for backward learning) and originating
source into its routing table and rebroadcasts the packet. The routing table provides the
next hop information when transmitting JOIN REPLIES. When the JOIN QUERY
packet reaches a multicast receiver, the receiver broadcasts a JOIN REPLY to its
neighbors. The JOIN REPLY contains all source and next node ID that the receiver gets
from its routing table. When a node receives a JOIN REPLY, it checks if the next node
ID of one of the entries matches its own ID. If it does, the node realizes that it is on the
path to the source and thus is part of the forwarding group. It then sets the FG_FLAG
(Forwarding Group Flag) and broadcasts its own JOIN REPLY built upon matched
entries. The JOIN REPLY is thus propagated by each forwarding group member until it
reaches the multicast source via the shortest path. This process constructs (or updates)

the routes from sources to receivers and builds a mesh of nodes, the “forwarding group”.
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The forwarding group is a set of nodes responsible for forwarding multicast packets [21].
It supports shortest paths between any member pairs. As shown in Figure 2-3 all nodes
inside the “bubble” forward multicast data packets. A multicast receiver also can be a
forwarding group node if it is on the path between a multicast source and another
receiver. By building a mesh and supplying multiple routes, multicast packets can be
delivered to destinations in the case of node movements and topology changes [22].

Moreover, the drawbacks of multicast trees (frequent tree reconfiguration) are avoided.

Forwarding
Group

O Multicast Member Nodes
Forwarding Group
Nodes

Figure 2-3 The forwarding group concept [21]

Figure 2-4 shows an example of a JOIN REPLY forwarding process. When receivers
send their JOIN REPLY messages to next hop nodes, an intermediate node I; sets the

FG_FLAG and builds its own JOIN REPLY since there is a next node ID entry in the
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JOIN REPLY received from R; that matches its ID. The JOIN REPLY built by I; has an

entry for sender S; but not for S, because the next node ID for S, in the received JOIN

REPLY is not I;.

Join Reply of Node R,

Sender | Next Node
S, I,

S |

N

2 2

NN

N

Join Reply of Node I,

Sender | Next Node
3 S S

/

1 1

Figure 2-4 An example of a JOIN REPLY forwarding [21]

Data Forwarding

After the group establishment and route construction process, a multicast source can
transmit packets to receivers via selected routes and forwarding groups. When a node
receives a multicast data packet, it checks the setting of its FG_FLAG. If the flag is set
and the data packet is not a duplicate, the node then forwards the data packet to its

neighbors.

Mesh Maintenance

In ODMRP, no explicit control packets need to be sent to join in or leave the group. If a

multicast source wants to leave the group, it simply stops sending JOIN QUERY packets
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since it does not have any multicast data to send to the group. If a receiver no longer

wants to receive from a particular multicast group, it does not send the JOIN REPLY for
that group. Nodes in the forwarding group are demoted to non-forwarding nodes if not

refreshed (no JOIN REPLIES received) before they timeout.

Existing studies ([21, 22, 23]) show that in a harsh environment, where the network
topology change frequently, mesh-based protocols outperform tree-based protocols. The
availability of alternate routes provides robustness to mobility. We chose ODMRP as

underlying multicast routing protocol in our simulation.

2.2 Reliable Multicast

Multicast is defined as transmission of a message from a sender to a group of specific
receivers. It is different from unicast, where a message is sent from one source to one
destination; or broadcast, in which a message is sent from a source to the whole network.
At internet layer of TCP/IP model, IP multicast provides a service of transmission of IP
datagrams from a source to a set of zero or more hosts identified by a single IP
destination address [24]. With IP multicast, datagrams are delivered to all members of its
destination host group. IP multicast delivers datagrams with “best-effort” reliability, i.e.,
it attempts to send datagrams to the group, but does not guarantee that the datagrams will
arrive at all members. Therefore, just as unicast applications require TCP ([25]) on top of
IP unicast, a multicast application requires a reliable multicast transport layer protocol on
top of IP multicast to guarantee lossless delivery of a data stream to a group of receivers.
Reliable multicast is one prime requirement of many applications, such as file or data

distribution, financial information, medical images, etc. Reliable multicast transport
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layer protocols can employ sequence numbers, positive acknowledgements (ACKs)

and/or negative acknowledgements (NACKSs) to achieve reliability [26]. Throughout the
rest of this thesis, we will simply use “reliable multicast protocols” in reference to

reliable multicast transport layers protocols.

2.3 Classes of Reliable Multicast Protocols

Recently, research has been very active on reliable multicast in wired networks. Many
reliable multicast protocols have been proposed [8, 9, 10, 27]. A summary of these
protocols can be found in [28]. The reliable multicast protocols for wired networks can
be classified into the following four types: Sender-initiated [27], where all receivers send
ACKs for each packet that they receive; Receiver-initiated [8], where the receivers send
NACKSs on detection of transmission error or packet loss; Tree-based [9, 29], where
receivers are organized into subgroups to relieve the sender from processing all control
messages from all receivers; and Ring-based [10, 30], where receivers are organized in a
logical ring and receivers take turns to acknowledge the packets received to ensure
reliability. In the following sections, we will describe these four types of reliable

multicast protocols.

2.3.1 Sender-Initiated Protocols

Sender-initiated protocols are an extension of reliable unicast protocols [31]. The most
traditional reliable unicast protocols (e.g. TCP) and many earlier reliable multicast
protocols (e.g. Negative Acknowledgements with Periodic Polling protocol [27]) are

based on this approach. In sender-initiated protocols, each packet sent by a sender is
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